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1 Introduction 

SuperCyberKids (SCK) is a European project that promotes cybersecurity awareness and digital literacy 
among schoolchildren aged 8 to 13 through a game-based learning ecosystem. It provides age-
appropriate, interactive tools to help educators teach key cybersecurity concepts in engaging and 
accessible ways. 

This document presents an overview of the guidelines aimed at supporting schools, particularly head 
teachers and teachers, in integrating a game-based learning ecosystem on cybersecurity into the 
curriculum for schoolchildren aged 8 to 13. These guidelines are part of a broader European initiative to 
foster cybersecurity awareness and digital resilience among young learners. 

2 Working Package 6  

Work Package 6 (WP6) was instrumental in operationalising the project’s core objectives by translating 
the conceptual framework into real-world educational settings. It directly addressed three key objectives 
of the project: promoting teacher professional development on cybersecurity (Ob.2.a), designing and 
implementing localised pilot use cases across Europe (Ob.2.c), and producing actionable guidelines for 
integrating the digital ecosystem into school curricula (Ob.3.b). WP6 coordinated the implementation of 
four distinct pilot use cases, in Italy, Estonia, Germany, and an EU-based context, each adapted to local 
educational systems and cultural contexts. These pilots were preceded by targeted online teacher training 
initiatives and followed by classroom experimentation using co-designed learning activities. The diversity 
of the pilot environments allowed the project to test the flexibility, relevance, and impact of the ecosystem 
across different educational landscapes. 

3 Real Guidelines 

This document is sharing the English version of the lesson plans. The translated versions are in the 
platform. 

3.1 Introduction to the SuperCyberKids Project 
SuperCyberKids project is developed in partnership with the European Commission (Erasmus+ 
Programme) and the European Schools Head Association (ESHA). It’s to raise awareness around 
cybersecurity for schoolchildren aged 8 to 13. 

The SuperCyberKids platform is a free, gamified educational tool that provides interactive cybersecurity 
games and resources for children, along with customizable content management for teachers to enhance 
the learning experience. 

The pilot phase will be conducted in Italy, Germany, Estonia, and selected EU-based English-speaking 
schools from February to November 2025. Following this period, participation in the pilot will be 
possible. 
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3.2 General introduction to Cybersecurity Education 
3.2.1 Cybersecurity for kids, why should we care? 

 

 

 

 

3.2.2 Why might children be target? And why should schools care?  
• Children are often targeted through shared family devices, which can accidentally download 

malware.  
• Poor habits like reusing passwords increase the risk, and children may unknowingly share 

personal information or access sensitive details like credit cards, making them vulnerable to 
phishing or blackmail.  

• Cybercriminals use phishing to access children’s gaming accounts and steal or sell virtual items. 
All accounts are at risk, even if they don’t have valuable items, as hackers target them 
indiscriminately. 

• While high-level ransomware attacks typically target organizations, children may be vulnerable to 
ransomware in online games, where their virtual property can be stolen or held for ransom. 
Students should be aware of this risk and practice good cyber hygiene. 

• Children are increasingly targeted by online activities that aren't illegal but can still cause harm. 
Microtransactions in free games encourage spending small amounts of money, often without 
realizing the total cost.  
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• Loot boxes, a form of in-game gambling, are also rising, where players may win valuable items or 
nothing at all. Both issues highlight the need for cyber hygiene education to help children 
understand these risks. 

• Cyber education must raise awareness of dangers without encouraging children to experiment 
with harmful tools, similar to how drug education informs without promoting use. 

• Some believe children can't be effective hackers, but this is false. Beginner hackers, or "script 
kiddies," use online code to cause damage without fully understanding it. Basic coding skills, like 
installing mods or following instructions, can enable these attacks. 

• Cybersecurity education should teach both defense and ethical guidelines, helping kids 
understand legal boundaries and redirecting their curiosity toward positive cybersecurity pursuits. 

• Cybersecurity education for children aged 8-13 is becomingincreasingly important due to the 
growing complexity of digital threats.Integrating cybersecurity topics into existing subjects like 
IT, ComputerScience, and General Studies ensures students learn key conceptswithout 
overhauling the curriculum. Additionally, accessible onlineresources, such as courses and games, 
extend learning beyond theclassroom, catering to diverse student needs. 

3.2.3 The Need for a Unified EU Framework 
The introduction of Cybersecurity Education for children aged 8-13 requires a standardised EU 
framework, like the SuperCyberKids project, which integrates game-based learning into existing curricula 
with guidelines for educators. Key benefits include: 

• Consistency Across Member States: Ensures a unified approach to cybersecurity education 
across the EU. 

• Pedagogical Efficacy: Game-based learning enhances engagement and skill transfer but 
requires sound pedagogical guidance. 

• Ethical and Legal Considerations: Sets boundaries to ensure ethical teaching and prevent 
misuse. 

• Self-regulated Learning: Encourages students to manage their learning in an ever-changing 
cybersecurity landscape. 

• Quality Assurance: Guarantees alignment of learning outcomes with educational standards. 
• Facilitation of Teacher Training: Supports teacher development to effectively teach 

cybersecurity. 

3.3 The SuperCyberKids Learning Framework 
3.3.1 Development of a competency framework 
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3.3.2 Summary of the Pillars 

 

As part of the foundational research for the SuperCyberKids project, a Comprehensive Theoretical 
Framework was developed to identify the cybersecurity skills children aged 8 to 13 should acquire. This 
process led to the extraction of over 500 relevant skills, which were systematically organized into the 
SuperCyberKids Learning Framework Ontology (SCKLF-Ontology). The ontology serves as a structured 
model that categorizes and connects competencies within the field of cybersecurity.  

It includes a:  

• Skills taxonomy: identification of relevant skills (e.g. data protection, fraud prevention). 
• Cybersecurity domains: areas such as malicious code, data security, fraud prevention. 
• Categories and relationships: linking skills to learning outcomes and game-based activities. 

This framework ensures that the educational content is both pedagogically sound and aligned with real-
world cybersecurity challenges. 

 

3.3.3 Literature Review – Key Findings 
• Over 500 relevant skills were extracted from the literature 

and the Delphi study 
• Validation via 2-Round Delphi Study with 20 

Professionals 
• Matrix-based Approach 
• Literature review with six leading databases (Prisma) 

 

3.3.4 Initiative Survey – Key Findings 
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3.3.5 Framework Analysis 
The pillar is based on nine EC initiatives, including for example: 

• DigComp 2.2 (digital citizenship skills framework) 
• DigCompEdu (framework for teachers) 
• SELFIE (self-assessment tool for schools) 
• ECSF (European Cybersecurity Skills Framework) 
• Guidelines on blended learning and cybersecurity aspects were also taken into account. 

3.4 The SCK Learning Framework Competencies Explorer 
3.4.1 Competencies 

• Many different definitions used for the concept 
• There is also linguistic confusion (Competency? Competence?) 

o Often times it depends on the context: Behavioural vs Task-oriented;  USA vs UK; 
• In almost all of the definitions Competence is formalised as a holistic concept 

o It is important to consider each part of the macro-concept of Competence to fully 
understand it 

• This topic is addressed in more depth in the SCK Learning Framework, but in this context it is 
important to be mindful of the nature of the concept of competence 

 

3.4.2 Ontology 
• An ontology is a structured representation of a knowledge domain. 
• It is a formalism that is useful to clearly and more easily understand 

topics, but importantly it is also suitable for machine processing (e.g. 
Semantic Web). 

• By virtue of their formal structure, ontologies have the benefit of 
being easy to share. This makes it possible to create large dictionaries, 
reuse concept descriptions, and in general disambiguate knowledge. 

  

• An ontology defines concepts as classes:  
o the abstract representation of a category of elements 

• Each ontology class can have concrete instances. For examples, 
"Giulia" is a concrete instance of the abstract class "Person" 

• Classes and instances can be related to other elements through the 
use of relationships 
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3.4.3 Formalising the concept of competence in an ontolofy 
• In SuperCyberKids, to describe the concept of competence and its parts, we use an ontology 

already available in the literature: COMP2 
• You can think of COMP2 as a vocabulary we use in order to be unambiguous and share a 

common representation of competence. 
• As seen before, COMP2 describes a competency as being composed of some knowledge and 

some generic skill that is applied to it. 

 

3.4.4 The SuperCyberKids Learning Framework Ontology 
• For the description of the knowledge domains referenced by the competences, we created a new 

ontology. 
• This ontology allows us to clearly and unambiguously 

define (i) the various classes of knowledge elements that we 
need to describe the various domains concerned, and (ii) 
the instances of concrete elements linked to them 

• These abstract classes define the sub-domains, the key 
concepts of each sub-domain, the vocabulary used, the 
main threats together with the strategies (both pr  oactive 
and reactive) used to prevent and mitigate the related 
negative outcomes 

3.4.5 The SCLF Ontology: one of the instances sub-domains 
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3.4.6 A tool to explore the SCKLF Ontology 
• As can be seen in the previous example, these knowledge formalisations can expand very quickly 

and become difficult to navigate, even when expressed in graphic form. 
• This is why we have created a tool that allows the identification of skills related to a particular 

topic (or a particular keyword), helping the user in a smooth and gradual exploration of this 
knowledge space identified within the ontology. 

• As can be seen in the previous example, these knowledge formalisations can expand very quickly 
and become difficult to navigate, even when expressed in graphic form. 

• This is why we have created a tool that allows the identification of skills related to a particular 
topic (or a particular keyword), helping the user in a smooth and gradual exploration of this 
knowledge space identified within the ontology. 

• Although the tool automatically displays an optimal visualisation of the retrieved information, 
you can freely reposition any element within the graph as desired.  

 

3.4.7 Smart search functionality 
• Competencies are found by using the smart search functionality, using topics and key terms 
• The system will collect results based on the information contained in the ontology 
• Competencies shown in the results list will be closely related to the search topics or terms used 

(even if the term is not present in the competency definition itself) 

 

3.4.8 Relevance Index 
• Each competence shown in the results is accompanied and described by a relevance index 
• This index shows how closely related a competence is to the term or topic used in the search 
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3.4.9 Exploring the results 
3.4.9.1 Minimum set 

• By clicking on each result, the system will display the 
minimum set of elements characterising the competence 
in question 

• This set of elements is displayed by the system in the 
form of an oriented graph, making it easier to 
understand both the elements and the relationships 
between them 

• This first set of elements allows the user to contextualise the result, see the link with the topic 
entered in the search bar, and begin to explore the concepts most closely related to the 
competence 

• Each of the elements contained in the minimum set can be analysed by displaying the details. 
Similarly, each element can be used for a step-by-step exploration.   

3.4.9.2 Inspecting the details of the elements 
• By right-clicking on any displayed element, a contextual 

menu will allow you to choose whether to view details of 
the element or use it as a basis for further exploration of 
concepts. 

• The detailed view (bottom) displays all direct information 
that characterises the element within the ontology 

• Words in this view that represent key terms within the 
ontology are highlighted in bold 

  

3.4.9.3 Step-by-step exploration 
• Alternatively, clicking on ‘Explore further’ will expand the graph with new elements and concepts 

related to the selected item 
• This allows guided, step-by-step exploration of the complex network of information contained 

within the ontology 
• This way you can explore only the portions of information 

that you consider relevant and useful, while minimising 
unnecessary clutter.  

• To facilitate visualisation, the system will also automatically 
reconfigure the arrangement of elements within the graph.  
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3.5 The Curriculum 
Building on the SuperCyberKids Learning Framework, 18 educational modules were developed to 
support the teaching of cybersecurity concepts to children aged 8 to 13. These modules are thematically 
organized into three core fields: Technical, focusing on foundational digital and cybersecurity skills; 
Social, addressing responsible online behavior and digital citizenship; and Integrated, combining technical 
and social elements to reflect real-world scenarios. This structure ensures a balanced and comprehensive 
approach to cybersecurity education, tailored to the developmental needs of young learners. 

à  

 

3.5.1 Lessons Plans for 7 out of the 18 modules 
Lesson plans have been developed for 7 out of the 18 modules in the cyber security curriculum. These 
include: 

• Module 1: Basics of Cyber Security 
• Module 2: Online Behaviour 
• Module 3: Reporting and Recovery 
• Module 4: When the Internet Lies 
• Module 5: Stronger Passwords 
• Module 6: Understanding Abusive Content 
• Module 7: Cyber Bullying 

Each module includes detailed classroom activities designed to help teachers raise awareness, encourage 
safe online behavior, and equip learners with the skills to navigate digital environments confidently and 
responsibly. Each module is structured into four lesson plans: Introduction, Game-Based Learning, 
Consolidation, and Assessment & Feedback. Each lesson is designed to last approximately one hour, 
making the total duration to complete a module around four hours. All lesson plans are available on the 
SuperCyberKids platform (See example lesson plan in Annex). 
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3.5.2 Details about the 7 modules that contain a lesson plan 
• Module 1: Basics of Cyber Security 

o Goals:  
§ The topic of cyber security 
§ Discussing some of the basic activities people can do to make themselves safer 

o Topics:  
o Taking care of devices  
o Understanding and creating effective passwords 

• Module 2: Online Behaviour 
o Goals: 

§ The topic of online behaviour 
§ Discussing how behaviour online should not differ from everyday life, how 

everyone should be polite 
§ Introducing the topic of online bullying 

o Topics 
§ The concept of netiquette 
§ Appropriate online behaviour 
§ Online bullying and responding to that behaviour 

• Module 3: Reporting and Recovery 
o Goals: 

§ The topic of reporting and recovery - what to do when something happens? 
§ Discussing different reporting possibilities 

o Topics: 
§ Lost device prevention and reporting 
§ Lost money prevention and reporting 
§ Basic hacking prevention and recovery 

• Module 4: When the Internet Lies 
o Goals: 

§ Discussing the basics of online fake information 
§ Introducing different forms fake information can take 

o Topics: 
§ Online purchases and wrong information 
§ Fake people and profiles online 
§ AI generated false information 

• Module 5: Stronger Password 
o Goals: 

§ strategies for protecting against cyber attackers 
§ detecting and implementing actions against basic cyber-attacks 
§ understanding basic cyber threats 
§ basic prevention technologies 
§ using software tools to protect digital devices 
§ strategies to protect their personal information while surfing the web 

o Topics: 
§ basics of cryptography 
§ definition of password 
§ how to create a good password 

• Module 6: Understanding Abusive Content 
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o Goals: 
§ detecting and acting against suspicious emails 
§ what personal data is 
§ phishing attacks 
§ classifying abusive content 
§ threats associated with personal data 
§ identifying and protecting against untrue or untrustworthy information sources 

found online 
§ online etiquette and behavior 
§ classifying abusive content. 

o Topics: 
§ Definition of «hater» and «troll» 
§ Differences between a real and fake profile 
§ Good practices for sharing data online 

• Module 7: Cyber Bullying 
o Goals: 

§ understanding basic cyber threats 
§ responding to inappropriate content by taking the correct actions 
§ using strategies to protect against and prevent cyberbullying 
§ utilizing strategies to stay safe in online social contexts 
§ strategies to identify online frauds 
§ classifying abusive content. 

o Topics 
§ Definition of «hater» and «troll» 
§ Definition of Malware 
§ Introduction to risks of online gambling and game addiction 

 

3.5.3 Game Based Approach 
The program uses a game-based approach, where the game is played collaboratively with the teacher 
guiding the session. This format is ideal for large classrooms and is especially suitable for environments 
with limited access to technology. 
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3.6 The Platform 
3.6.1 Platform Landing Page 

§ Go to: https://platform.supercyberkids.eu/ 

 

3.6.2 How to register (standard use) 
• Enter your username, country and email. 
• You will receive an email message with your 

TEMPORARY password. 
• Once you log in to the platform, you will be asked 

to change the password to one of your choice. 

 

 

3.6.3 How to register for the SuperCyberKids Pilot testing (invitation only) 
• You will need an INVITATION CODE to register on the 

platform.  
• Your Country reference SuperCyberKids Manager will 

provide you with this code. 
• You will receive an email message with your TEMPORARY 

password. 
• Once you log in to the platform, you will be asked to change 

the password to one of your choice. 

3.6.4 Log in to the platform 
• If you have already registered on the platform, enter your username and your password. 

 

https://platform.supercyberkids.eu/
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3.6.5 The Platform’s Home Page 
• This is the platform home page.  
• It shows a visual map of the PLATFORM ITEMS: the 18 modules  that make up the learning 

resources on cybersecurity developed or approved by SuperCyberKids.  
• It is divided into three focus areas, distinguished by colour:  

o Technical Skills (green) 
o Social Skills (blue) 
o Integrated Skills (orange) 

 

3.6.6 The Navigation Menu 
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3.6.7 Platform Items 
• The 18 modules are arranged by focus but also by level.  
• The darker background in the centre denotes basic level, while lighter backgrounds towards the 

outside denote more advanced levels. 

 

3.6.8 A SuperCyberKids Module 
• Each module contains four Lesson Plans dedicated to that topic: 

o Introduction 
o Game Based Learning 
o Consolidation 
o Assessment 

• You can open or print the Lesson Plan. 
• Modules can also include links to games, video tutorials and other resources. 
• Important: we are using 2 games currently with the lessons plan: Spoofy Game and Nabbovaldo 

Game. 
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3.6.9 Feedback form 
At the end of each module there is a link to the Feedback form. Here teachers can rate the material they 
have used and provide comments. 

 

3.6.10 Community Items 
This page contains the items suggested or uploaded by members of the SuperCyberKids user community. 

 

3.6.11 Search Function 
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3.6.12 Add item to the Community 

 

3.6.13 Add item to share it with the Community 
As well as providing a name and short description, it's helpful to 
add as many tags as possible to the item you're suggesting or 
uploading. 

• item type (either a file or a link to an external resource) 
• type of resource (lesson plan, document, video, game) 
• style of lesson (game-based learning, traditional classroom, 

other) 
• age 
• language  
• related cybersecurity competencies 
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3.6.14 Add item to playlist 
• In the «card» showing the details of the item added to the platform, you can select «Add to 

playlist» to add this particular item to a personal playlist of resources  

 

3.6.15 Select pr create a playlist 

 

3.6.16 View items you have uploaded 
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3.6.17 View your profile 

 

3.7 Assessment of Student Achievement 
3.7.1 Knowledge test about Cybersecurity 

• Use the test to identify the initial level of knowledge of the whole class about topics related to 
cybersecurity (initial test), and to monitor learning progress (final test). 

 

• The Knowledge test is divided into 6 parts, one for each domain of competencies on 
cybersecurity identified by SuperCyberKids. 

 

• Example of question and answers in the test about Malicious Content. 
o Questions embedded in scenarios 
o Multiple choice answers 
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• At the end of the initial test, the results panel shows the number of correct answers the class has 
given, and (when appropriate) a recommendation to view the related learning module. 

 

• At the end of the Final test you will see all the correct answers to the questions in the test (in 
green) compared to the wrong answers (in red). 
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3.8 Next Steps for participating in the Pilot Phase 
• To participate in the pilot phase, please inform us via email with the module you plan to teach. 
• After we receive your selection, we will send you a login code to access the platform (Landing 

Page – Super Cyber Kids). 
• A questionnaire will be provided after the pilot phase to help evaluate its value (probably again 

via LimeSurvey) 

4 Appendix 

4.1 TrainingMaterials 
List of PDF documents: 

• 01_General introduction to CyberSecurityEducation 
• 02_The SuperCyber Kids Learning Framework 
• 03_The SCKLF Competencies Explorer 
• 04-05_The Assessment of the Student's Achievements  
• 06_SuperCyberKids platform training 
• 07_TT Intro Modules_1_2_3_4 
• 08_TT Intro Modules_5_6_7 
• Summary guidelines for teachers 

4.2 Lessonsplans of each module 
List of PDF documents: 
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