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Survey of cybersecurity coverage in  
European Commission digital competence 

frameworks, self-assessment tools & guides 

About this document  
This document surveys a set of digital competence/digital capacity frameworks, self-assessment tools and guides that the European Commission (EC) has developed over 

recent years to help further education in the digital age and to support the development of digital skills. The primary purpose of this survey is to provide essential input (along 

with other desktop studies and field investigations) for defining the “SuperCyberKids Skills Framework” (SCKSF). This is being developed in SuperCyberKids, a European 

research project co-funded under the EC’s Erasmus+ programme. SuperCyberKids has a mandate to produce a game-based cybersecurity education ecosystem dedicated first 

and foremost to children aged 8 to 13 and their teachers/educators, but also to other actors in the education community and beyond. The SCKSF-supported ecosystem should 

help those involved to acquire and develop competences in cybersecurity and cybersecurity education through playful engagement with game-based cybersecurity learning 

content, teaching materials, and processes. In parallel with its primary mission, this survey also provides a comparative overview of the different initiatives that the EC has 

launched in the framing and self-assessment of digital competence/digital capacity in education across Europe (and now beyond). So this document may also help various 

actors in the European education landscape get a better grasp of the constantly expanding and evolving opportunities that the EC is providing for digital competence 

development and how it approaches the provision of that support. 
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1. INTRODUCTION  

The European Commission (EC) has set out its strategy to further education in the digital age and support of digital skills development in “Digital Education Action Plan 
(2021-2027) – Resetting education and training for the digital age” (European Commission, 2020). The Action Plan (DEAP) clearly states that this endeavour is tightly 
intertwined with issues of cybersecurity:  

“With computers and algorithms mediating many daily activities, it is important to educate people at all ages about the impact 
of digital technology on well-being and the way technology systems work. This is instrumental to developing an understanding 
of the risks and opportunities of digital technology and encouraging healthy, safe and meaningful uses of digital technology”. 
(p.9 - emphasis added) 

The recent European Parliamentary Research Service briefing paper “Progress on the European Commission's 2021-2027 digital education action plan” (March, 2023) also 
highlights this link, stressing concerns about children’s digital welfare in particular: 

“Members warned that it is still difficult to assess the impact of digital technologies on education, and underlined the importance 
both of implementing prevention programmes to improve children’s safety online and of addressing cybersecurity threats. 
Members deemed basic digital skills essential …”. (p.9 - emphasis added) 

With this in mind, this survey focuses specifically on how and to what degree the considered set of EC digital competence frameworks, self-assessment tools and guides 
addresses topics within the domain of cybersecurity. The primary purpose is to provide input (along with other sources) for the definition of the “SuperCyberKids Skills 
Framework” (SCKSF) being developed in Work Package 2 of SuperCyberKids, a European project co-funded under the EC’s Erasmus+ programme. In addition, the document 
may also prove useful as an overview and comparison of different EC initiatives dedicated to the framing and self-assessment of digital competence/digital capacity in 
the education domain. 

As illustrated in Fig. 1, this survey considers five major conceptual frameworks and related self-assessment tools: The Digital Competence Framework for Citizens 
(DigComp); the Digital Competence Framework for Digitally Competent Educational Organisations (DigCompOrg); SELFIE (Self-reflection on Effective Learning by Fostering 
the use of Innovative Educational technologies); The European Framework for the Digital Competence of Educators (DigCompEdu); and SELFIEforTEACHERS.  
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The survey also examines two EC guides to blended learning in the COVID-19 era (“Blended learning for high quality and inclusive primary and secondary education – 
Handbook”; “Blended learning in school education – guidelines for the start of the academic year 2020/21”). These have been included in the survey in the light of the 
boom in Emergency Remote Teaching and blended learning triggered by response to the COVID-19 pandemic. This crisis clearly brought the issue of digital 
competence/digital capacity into sharp focus, and hence also considerations about cybersecurity. 

The survey also examines two EC publications more specifically focused on cybersecurity matters, namely ECSF - European Cybersecurity Skills Framework (by the 
European Union Agency for Cybersecurity - ENISA), and the EC factsheet “What can schools do about bullying?”. These documents have been included in the survey as 
recent examples of EC initiatives specifically devoted (or closely related) to cybersecurity matters, spotlighting EC attention to the question. 

Each of the initiatives listed above is described by way of (i) an introductory table with summary information about the initiative in question; (ii) a graphic representation of 
its domain scope; (iii) a brief explanation of how the framework/tool/guide contents are structured and presented; and (iv) extracts from the framework/tool/guide that 
pertain to cybersecurity matters.  

Following examination of the above surveyed initiatives, some final considerations are made, including about how those initiatives and the “SuperCyberKids Skills 
Framework” (SCKSF) documented in SuperCyberKids Deliverable 2.1 may gain mutual benefits that help further ongoing efforts to achieve the DEAP objectives. 
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Fig. 1  - surveyed EC digital competence frameworks, self-assessment tools and guides (those highlighted in pink  are addressed in this study). 1 

 

 

 

 
1 Image from Vuorikari, R., Kluzer, S., and Punie, Y. (2022): emphasis added. Identified cybersecurity-related content in these initiatives is highlighted in pink throughout in this document 



SCK D2.1 Annex 3 - Survey of Cybersecurity Coverage in EC Digital Competence Frameworks, Self-Assessment Tools & Guides 

7 

2. EC digital competence frameworks & self-assessment tools  

2.1. [DigComp 2.2] -  The Digital  Competence Framework for Cit izens  

 

framework The Digital Competence Framework for Citizens (DigComp) 

versioning DigComp (2013), DigComp 2.0 (2016), DigComp 2.1 (2017), DigComp 2.2 (2022) 

description 

DigComp is the EC-published digital competency framework for citizens/individuals. The first version (2013) was a landmark work 
providing a basis for subsequent EC efforts for furthering digital competency and capacity in education. These efforts have seen 
development of frameworks and self-assessment tools that are devoted to a range of targets and application domains, and intended 
for use by different stakeholders, a number of which feature in this survey.  

primary target citizens/individuals 

organisation & 
structure  

Five macro competence areas grouping 21 competences. For each competence, the framework proposes: a title and short 
descriptor; “I can…” statement-items that reify the competence at eight progressive proficiency levels; lists of knowledge, skills 
and attitudes that exemplify the competence; uses cases that illustrate the competence in both professional and educational 
settings (“learning scenario”) and at different proficiency levels. 

cybersecurity 
coverage 

One of the framework’s five macro competence areas, SAFETY, is dedicated to cybersecurity related matters. SAFETY comprises 
four individual competences, three of which specifically address cybersecurity issues. In addition, the macro competence area 
COMMUNICATION & COLLABORATION contains two competences, Netiquette and Managing Digital Identity, which have 
implications related to cybersecurity matters. 
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framework (cont.) The Digital Competence Framework for Citizens (DigComp) 

EC platform https://joint-research-centre.ec.europa.eu/digcomp_en  

main EC publications 

• DigComp 2.2  
Vuorikari, R., Kluzer, S. and Punie, Y., DigComp 2.2: The Digital Competence Framework for Citizens - With new examples of 
knowledge, skills and attitudes, EUR 31006 EN, Publications Office of the European Union, Luxembourg, 2022, ISBN 978-92-76-
48882-8, doi:10.2760/115376, JRC128415  [© European Union 2022. Creative Commons Attribution 4.0 International (CC BY 4.0) 
- https://creativecommons.org/licenses/by/4.0/] 

• DigComp 2.1 
Carretero, S.; Vuorikari, R. and Punie, Y. (2017). DigComp 2.1: The Digital Competence Framework for Citizens with eight 
proficiency levels and examples of use, EUR 28558 EN, doi:10.2760/38842  
[© European Union, 2017. “The reuse of the document is authorised, provided the source is acknowledged and the original 
meaning or message of the texts are not distorted.”] 

• Guide  
European Commission, Joint Research Centre, Punie, Y., Pujol Priego, L., Carretero, S.et al., DigComp into action, get inspired 
make it happen – A user guide to the European Digital Competence framework, Punie, Y.(editor), Carretero, S.(editor), Vuorikari, 
R.(editor), Publications Office, 2018, https://data.europa.eu/doi/10.2760/112945  
[© European Union, 2018 – “Reuse is authorised provided the source is acknowledged.”] 

 

 

 

  

https://joint-research-centre.ec.europa.eu/digcomp_en
doi:10.2760/115376
doi:10.2760/115376
doi:10.2760/115376
https://creativecommons.org/licenses/by/4.0/
https://dx.doi.org/10.2760/38842
https://dx.doi.org/10.2760/38842
https://dx.doi.org/10.2760/112945
https://dx.doi.org/10.2760/112945
https://dx.doi.org/10.2760/112945
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Domain scope of DigComp 2.2 framework 

 

Fig. 2 - The five digital competence macro areas of the DigComp 2.2 framework2 

  

 
2 Image from Vuorikari, R., Kluzer, S., and Punie, Y. (2022): emphasis added. 
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Organisational structure of DigComp 2.2 framework 

[The DigComp 2.2 Framework has five “structural dimensions”] 

 

• Dimension 1  [competence areas forming the domain of digital competence] 

• Dimension 2   [individual competences within the competence area, each with a title and descriptor] 

• > Dimension 3   [“I can …” statements that reify the competence at eight progressive proficiency levels:  

     Foundation (levels 1 & 2), Intermediate (3 & 4), Advanced (5 & 6),  
     Highly Specialised (7 & 8)] 

• Dimension 4   [List of knowledge, skills and attitudes applicable to each competence] 

• Dimension 5   [“I can …” use cases illustrating competence application in both professional and  

     education settings, and at the four main proficiency categories:  
     Foundation, Intermediate, Advanced,  Highly Specialised ] 
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Coverage of cybersecurity domain in DigComp 2.2 framework  

[The DigComp 2.2 macro competence area SAFETY covers four specific competences, three of which are dedicated to 
cybersecurity matters.] 

 

 
3 

 

4. SAFETY 

4.1 PROTECTING DEVICES 

To protect devices and digital content, and to understand risks and threats in digital environments.  
To know about safety and security measures and to have a due regard to reliability and privacy. 

> Proficiency Levels 

Foundation level 1 

At basic level and with guidance, I can: 

• identify simple ways to protect my devices and digital content, and differentiate simple risks and threats in digital environments. 

• choose simple safety and security measures, and identify simple ways to have due regard to reliability and privacy. 

Foundation level 2 

At basic level and with autonomy and appropriate guidance where needed, I can: 

• identify simple ways to protect my devices and digital content, and 

 
3 Image extracted from Vuorikari, R., Kluzer, S., and Punie, Y. (2022): emphasis added. 
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• differentiate simple risks and threats in digital environments. 

• follow simple safety and security measures. 

• identify simple ways to have due regard to reliability and privacy. 
 

Intermediate level 3 

On my own and solving straightforward problems, I can: 

• indicate well-defined and routine ways to protect my devices and digital content, and 

• differentiate well-defined and routine risks and threats in digital environments, and 

• select well-defined and routine safety and security measures. 

• indicate well-defined and routine ways to have due regard to reliability and privacy 

Intermediate level 4  

Independently, according to my own needs, and solving well-defined and non-routine problems, I can: 

• organise ways to protect my devices and digital content, and 

• differentiate risks and threats in digital environments. 

• select safety and security measures. 

• explain ways to have due regard to reliability and privacy. 

Advanced level 5 

As well as guiding others, I can: 

• apply different ways to protect devices and digital content, and 

• differentiate a variety of risks and threats in digital environments. 

• apply safety and security measures. 

• employ different ways to have due regard to reliability and privacy. 

Advanced level 6 

At advanced level, according to my own needs and those of others, and in complex contexts, I can: 

• choose the most appropriate protection for devices and digital content, and 

• discriminate risks and threats in digital environments. 

• choose the most appropriate safety and security measures. 

• assess the most appropriate ways to have due regard to reliability and privacy. 

Highly Specialised level 7 

At highly specialised level, I can: 

• create solutions to complex problems with limited definition that are related to protecting devices and digital content, managing risks and threats, applying safety and security 
measures, and reliability and privacy in digital environments. 



SCK D2.1 Annex 3 - Survey of Cybersecurity Coverage in EC Digital Competence Frameworks, Self-Assessment Tools & Guides 

13 

• integrate my knowledge to contribute to professional practice and knowledge and guide others in protecting devices. 
 

 

Highly Specialised level 8 

At the most advanced and specialised level, I can: 

• create solutions to solve complex problems with many interacting factors that are related to protecting devices and digital content, managing risks and threats, applying safety and 
security measures, and reliability and privacy in digital environments. 

• propose new ideas and processes to the field. 

Examples of Knowledge, Skills and Attitudes 

Knowledge 

• Knows that using different strong passwords for different online services is a way to mitigate the negative effects of an account being compromised (e.g. hacked).  

• Knows about measures to protect devices (e.g. password, fingerprints, encryption) and prevent others (e.g. a thief, commercial organisation, government agency) from having access 
to all data. 

• Knows about the importance of keeping the operating system and applications (e.g. browser) up-to-date, in order to fix security vulnerabilities and protect against malicious 
software (i.e. malware).  

• Knows that a firewall blocks certain kinds of network traffic, aiming to prevent different security risks (e.g. remote logins). 

• Aware of different types of risks in digital environments, such as identity theft (e.g. someone committing fraud or other crimes using another person’s personal data), scams (e.g. 
financial scams where victims are tricked into sending money), malware attacks (e.g. ransomware).  

Skills 

• Knows how to adopt a proper cyber-hygiene strategy regarding passwords (e.g. selecting strong ones difficult to guess) and managing them securely (e.g. using a password 
manager). 

• Knows how to install and activate protection software and services (e.g. antivirus, anti-malware, firewall) to keep digital content and personal data safer. 

• Knows how to activate two-factor authentication when available (e.g. using one-time passwords, OTP, or codes along with access credentials). 

• Knows how to check the type of personal data an app accesses on one’s mobile phone and, based on that, decides whether to install it and configures the appropriate settings.  

• Able to encrypt sensitive data stored on a personal device or in a cloud storage service. 

• Can respond appropriately to a security breach (i.e. an incident that results in unauthorised access to digital data, applications, networks or devices, the leaking of personal data such 
as logins or passwords). 

Attitudes 

• Vigilant not to leave computers or mobile devices unattended in public places (e.g. shared workplaces, restaurants, trains, car backseat).  

• Weighs the benefits and risks of using biometric identification techniques (e.g. fingerprint, face images) as they can affect safety  

• in unintended ways. If biometric information is leaked or hacked, it becomes compromised and can lead to identity fraud. 

• Keen to consider some self-protective behaviours such as not using open Wi-fi networks to make financial transactions or online banking. 
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Use Cases  

Employment Scenario: Use of a Twitter account to share information on my organization 
Advanced level 5 

• I can protect the corporate Twitter account using different methods (e.g. a strong password, control the recent logins) and show new colleagues how to do it. 

• I can detect risks like receiving tweets and messages from followers with false profiles or phishing attempts. 

• I can apply measures to avoid them (e.g. control the privacy settings). 

• I can also help my colleagues to detect risks and threats while using Twitter. 

Learning Scenario: Use of the school’s digital learning platform to share information on interested topics 
Advanced level 5 

• I can protect information, data and content on my school’s digital learning platform (e.g. a strong password, control the recent logins). 

• I can detect different risks and threats when accessing school’s digital platform and apply measures to avoid them (e.g. how to virus-check attachments before downloading). 

• I can also help my classmates to detect risks and threat while using the digital learning platform on their tablets (e.g. controlling who can access the files).  

4.2 PROTECTING PERSONAL DATA AND PRIVACY 

To protect personal data and privacy in digital environments. To understand how to use and share personally identifiable 
information while being able to protect oneself and others from damages. To understand that digital services use a “Privacy 
policy” to inform how personal data is used. 

> Proficiency Levels 

Foundation level 1 

At basic level and with guidance, I can: 

• select simple ways to protect my personal data and privacy in digital environments,  

• identify simple ways to use and share personally identifiable information while protecting myself and others from damages. 

• identify simple privacy policy statements of how personal data is used in digital services. 

Foundation level 2 

At basic level and with autonomy and appropriate guidance where needed, I can: 

• select simple ways to protect my personal data and privacy in digital environments  

• identify simple ways to use and share personally identifiable information while protecting myself and others from damages. 
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• identify simple privacy policy statements of how personal data is used in digital services. 

Intermediate level 3 

On my own and solving straightforward problems, I can: 

• explain well-defined and routine ways to protect my personal data and privacy in digital environments, and explain well-defined and routine ways to use and share personally 
identifiable information while protecting myself and others from damages. 

• indicate well-defined and routine privacy policy statements of how personal data is used in digital services. 

Intermediate level 4  

Independently, according to my own needs, and solving well-defined and non-routine problems, I can: 

• discuss ways to protect my personal data and privacy in digital environments, and 

• discuss ways to use and share personally identifiable information while protecting myself and others from damages. 

• indicate privacy policy statements of how personal data is used in digital services. 

Advanced level 5 

As well as guiding others, I can: 

• apply different ways to protect my personal data and privacy in digital environments, 

• apply different specific ways to share my data while protecting myself and others from dangers. 

• explain privacy policy statements of how personal data is used in digital services. 

Advanced level 6 

At advanced level, according to my own needs and those of others, and in complex contexts, I can: 

• choose the more appropriate ways to protect personal data and privacy in digital environments, and 

• evaluate the most appropriate ways of using and sharing personally identifiable information while protecting myself and others from damages. 

• evaluate the appropriateness of privacy policy statements on how personal data are used. 

Highly Specialised level 7 

At highly specialised level, I can: 

• create solutions to complex problems with limited definition that are related to protecting personal data and privacy in digital environments, using and sharing personally 
identifiable information protecting self and others from dangers, and privacy policies to use my personal data. 

• integrate my knowledge to contribute to professional practice and knowledge and guide others in protecting personal data and privacy 

Highly Specialised level 8 

At the most advanced and specialised level, I can: 
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• create solutions to solve complex problems with many interacting factors that are related to protecting personal data and privacy in digital environments, using and sharing 
personally identifiable information protecting self and others from dangers, and privacy policies to use my personal data. 

• propose new ideas and processes to the field. 

Examples of Knowledge, Skills and Attitudes 

Knowledge 

• Aware that secure electronic identification is a key feature designed to enable safer sharing of personal data with third parties when conducting public sector and private 
transactions. 

• Knows that the “privacy policy” of an app or service should explain what personal data it collects (e.g. name, brand of device, geolocation of the user), and whether data are shared 
with third parties. 

• Knows that the processing of personal data is subject to local regulations such as the EU’s General Data Protection Regulation (GDPR) (e.g. voice interactions with a virtual assistant 
are personal data in terms of the GDPR and can expose users to certain data protection, privacy and security risks). (AI) 

Skills 

• Knows how to identify suspicious e-mail messages that try to obtain sensitive information (e.g. personal data, banking identification) or might contain malware. Knows that these 
emails are often designed to trick people who do not check carefully and who are thus more susceptible to fraud, by containing deliberate errors that prevent vigilant people clicking 
on them.  

• Knows how to apply basic security measures in online payments (e.g. never sending a scan of credit cards or giving the pin code of a debit/payment/credit card). 

• Knows how to use electronic identification for services provided by public authorities or public services (e.g. filling-in your tax form, applying for social benefits, requesting 
certificates) and by the business sector, such as banks and transport services. 

• Knows how to use digital certificates acquired from certifying authorities (e.g. digital certificates for authentication and digital signing stored on national identity cards). 

Attitudes 

• Weighs the benefits and risks before allowing third parties to process personal data (e.g. recognises that a voice assistant on a smartphone, that is used to give commands to a robot 
vacuum cleaner, could give third parties - companies, governments, cybercriminals - access to the data). (AI) 

• Confident in carrying out online transactions after taking appropriate safety and security measures. 

Use Cases  

Employment Scenario: Use of a Twitter account to share information on my organization 

Advanced level 6 

• I can select the most appropriate way to protect the personal data of my colleagues (e.g. address, phone number) when sharing digital content (e.g. a picture) on the corporate 
Twitter account. 

• I can distinguish between appropriate and inappropriate digital content to share it on the corporate Twitter account, so that my privacy and that of my colleagues are not damaged 

• I can assess whether personal data are used on the Corporate Twitter appropriately according to the European Data Protection Law and Right to be Forgotten. 
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• I can deal with complex situations that can arise with personal data in my organisation while on Twitter, such as removing pictures or names to protect personal information in 
accordance with the European Data Protection Law and Right to be Forgotten. 

Learning Scenario: Use of the school’s digital learning platform to share information on interested topics 
Advanced level 6 

• I can distinguish between appropriate and inappropriate digital content to share it on my school’s digital platform, so that my privacy and that of my classmates are not damaged. 

• I can assess whether the way my personal data are used on the digital platform is appropriate and acceptable as regards my rights and privacy. 

• I can select the most appropriate way to protect my personal data (e.g. address, phone number), before sharing it on the school’s digital platform. 

• I can overcome complex situations that can arise with my personal data and those of my classmates while on the digital education platform, such as personal data is not used in 
accordance to the “Privacy policy” of the platform. 

4.3 PROTECTING HEALTH AND WELL-BEING 

To be able to avoid health-risks and threats to physical and psychological well-being while using digital technologies. To be able 
to protect oneself and others from possible dangers in digital environments (e.g. cyber bullying). To be aware of digital 
technologies for social well-being and social inclusion. 

> Proficiency Levels 

Foundation level 1 

At basic level and with guidance, I can: 

• differentiate simple ways to avoid health risks and threats to physical and psychological well-being while using digital technologies. 

• select simple ways to protect myself from possible dangers in digital environments. 

• identify simple digital technologies for social well-being and social inclusion. 

Foundation level 2 

At basic level and with autonomy and appropriate guidance where needed, I can: 

• differentiate simple ways to avoid health risks and threats to physical and psychological well-being while using digital technologies. 

• select simple ways to protect myself from possible dangers in digital environments. 

• identify simple digital technologies for social well-being and social inclusion. 

Intermediate level 3 

On my own and solving straightforward problems, I can: 

• explain well-defined and routine ways to how to avoid health risks and threats to physical and psychological well-being while using digital technologies. 

• select well-defined and routine ways to protect myself from dangers in digital environments. 

• indicate well-defined and routine digital technologies for social well-being and social inclusion. 
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Intermediate level 4  

Independently, according to my own needs, and solving well-defined and non-routine problems, I can: 

• explain ways to how to avoid threats to my physical and psychological health related with the use of technology. 

• select ways to protect self and others from dangers in digital environments. 

• discuss on digital technologies for social well-being and inclusion. 

Advanced level 5 

As well as guiding others, I can: 

• show different ways to avoid health -risks and threats to physical and psychological well-being while using digital technologies. 

• apply different ways to protect myself and others from dangers in digital environments. 

• show different digital technologies for social well-being and social inclusion. 

Advanced level 6 

At advanced level, according to my own needs and those of others, and in complex contexts, I can: 

• discriminate the most appropriate ways to avoid health risks and threats to physical and psychological well-being while using digital technologies. 

• adapt the most appropriate ways to protect myself and others from dangers in digital environments. 

• vary the use of digital technologies for social well-being and social inclusion. 

Highly Specialised level 7 

At highly specialised level, I can: 

• create solutions to complex problems with limited definition that are related to avoiding health -risks and threats to well-being while using digital technologies, to protect self and 
others from dangers in digital environments, and to the use of digital technologies for social well-being and social inclusion. 

• integrate my knowledge to contribute to professional practice and knowledge and guide others in protecting health. 

Highly Specialised level 8 

At the most advanced and specialised level, I can: 

• create solutions to solve complex problems with many interacting factors that are related to avoiding health risks and threats to well-being while using digital technologies, to 
protect self and others from dangers in digital environments, and to the use of digital technologies for social well-being and social inclusion. 

• propose new ideas and processes to the field. 
 

116  

Examples of Knowledge, Skills and Attitudes 

Knowledge 
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• Aware of the importance of balancing the use of digital technologies with non-use as an option, as many different factors in digital life can impact on personal health, wellbeing and 
life satisfaction. 

• Knows signs of digital addictions (e.g. loss of control, withdrawal symptoms, dysfunctional mood regulation) and that digital addiction can cause psychological and physical harm.  

• Aware that for many digital health applications, there are no official licensing procedures as is the case in mainstream medicine. 

• Aware that some applications on digital devices (e.g. smartphones) can support the adoption of healthy behaviours by monitoring and alerting the user about health conditions (e.g. 
physical, emotional, psychological). However, some actions or images proposed by such applications could also have negative impacts on physical or mental health (e.g. viewing 
‘idealised’ body images can cause anxiety).  

• Understands that cyberbullying is bullying with the use of digital technologies (i.e. a repeated behaviour aimed at scaring, angering or shaming those who are targeted).  

• Knows that the “online disinhibition effect” is the lack of restraint one feels when communicating online in comparison to communicating in-person. This can lead to an increased 
tendency towards online flaming (e.g. offensive language, posting insults online) and inappropriate behaviours. 

• Aware that vulnerable groups (e.g. children, those with lower social skills and lack of in-person social support) are at a higher risk of victimisation in digital environments (e.g. cyber 
bullying, grooming). 

• Aware that digital tools can create new opportunities for participation in society for vulnerable groups (e.g. older people, people with special needs). However, digital tools can also 
contribute to isolation or the exclusion of those who do not use them. 

Skills 

• Knows how to apply, for oneself and others, a variety of digital usage monitoring and limitation strategies (e.g. rules and agreements on screen-free times, delayed availability of 
devices for children, installing time limitation and filter software). 

• Knows how to recognise embedded user experience techniques (e.g. clickbait, gamification, nudging) designed to manipulate and/or to weaken one’s ability to be in control of 
decisions (e.g. make users to spend more time on online activities, encourage consumerism). 

• Can apply and follow protection strategies to fight online victimisation (e.g. block receiving further messages from sender(s), not reacting/responding, forwarding or saving messages 
as evidence for legal procedures, deleting negative messages to avoid repeated viewing). 

Attitudes 

• Inclined to focus on physical and mental wellbeing, and avoid the negative impacts of digital media (e.g. overuse, addiction, compulsive behaviour). 

• Assumes responsibility for protecting personal and collective health and safety when evaluating the effects of medical and medical-like products and services online, as the internet 
is awash with false and potentially dangerous information about health. 

• Wary of the reliability of recommendations (e.g. are they by a reputable source) and their intentions (e.g. do they really help the user vs encourage to use the device more to be 
exposed to advertising). 

 

 

Use Cases  

Employment Scenario: Use of a Twitter account to share information on my organization 
Highly specialised level 7 
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• I can create a digital campaign of possible health dangers of using Twitter for professional reasons (e.g. bullying, addictions, physical well-being) which can be shared and used by 
other colleagues and professionals on their smartphones or tablets. 

Learning Scenario: Use of the school’s digital learning platform to share information on interested topics 
Highly specialised level 7 

• I can create a blog on cyberbullying and social exclusion for my school’s digital learning platform, which helps my classmates to recognise and face up to violence in digital 
environments 

[other digital competences in DigComp 2.2 with (more or less direct) implications for cybersecurity] 

 
 

2. COMMUNICATION AND COLLABORATION 

2.5 NETIQUETTE 

To be aware of behavioural norms and know-how while using digital technologies and interacting in digital environments. To 
adapt communication strategies to the specific audience and to be aware of cultural and generational diversity in digital 
environments. 

<implications for appropriate/responsible/ethical online behaviour (e.g. avoidance and mitigation of cyberbullying> 

2.6 MANAGING DIGITAL IDENTITY 

To create, and manage one or multiple digital identities, to be able to protect one’s own reputation, to deal with the data that 
one produces through several digital tools, environments and services. 

< implications for privacy & personal data protection> 
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2.2. [DigCompOrg] -  European Framework for Digital ly Competent  
 Educational  Organisations  

 

framework The Digital Competence Framework for Digitally Competent Educational Organisations (DigCompOrg) 

versioning DigCompOrg (2015) 

description 

Foundational reference framework designed to foster “a pan-European approach to digital capacity” in educational organisations by 
guiding their “self-reflection on progress towards comprehensive integration and effective deployment of digital learning technologies”. 
At policy level DigCompOrg is aimed at providing “a strategic planning tool and addressing fragmentation and uneven development 
across the Member States”. DigCompOrg is the conceptual framework for the EC’s self-evaluation tool for schools, SELFIE (see later 
entry) 

primary target Learning communities in primary, secondary, and VET schools, as well as higher education 

organisation & 
structure 

Seven macro competence areas (“thematic elements”) grouping 15 competence areas (“sub-elements”) common to all education 
sectors, plus room for inclusion of a sector-specific thematic element (e.g. VET), with its sub-elements and competences (“descriptors”). 
The seven predefined thematic elements and 15 sub-elements in the framework group a total of 74 competence items (“descriptors”). 
Each descriptor comprises a title-statement and an explanatory descriptor text. 

cybersecurity 
coverage 

Two competence areas (“Teaching and Learning Practices” & “Infrastructure”) include descriptors (total = 4) that deal with 
cybersecurity related topics. 

EC platform 
https://joint-research-centre.ec.europa.eu/european-framework-digitally-competent-educational-organisations-
digcomporg/digcomporg-framework_en  

main EC publication 
Joint Research Centre, Institute for Prospective Technological Studies, Devine, J., Punie, Y., Kampylis. Promoting effective digital-age 
learning – A European framework for digitally-competent educational organisations, Publications Office, 2015. 
https://dx.doi.org/10.2791/54070  [© European Union, 2015 (“Reproduction is authorised provided the source is acknowledged.”)] 

 
 
 
 
 

https://joint-research-centre.ec.europa.eu/european-framework-digitally-competent-educational-organisations-digcomporg/digcomporg-framework_en
https://joint-research-centre.ec.europa.eu/european-framework-digitally-competent-educational-organisations-digcomporg/digcomporg-framework_en
https://dx.doi.org/10.2791/54070
https://dx.doi.org/10.2791/54070
https://dx.doi.org/10.2791/54070
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Domain scope of DigCompOrg framework 

 
 

 

Fig. 3 - European Framework for Digitally-Competent Educational Organisations (DigCompOrg)4 

 
 

 
4 Image from “Joint Research Centre, Institute for Prospective Technological Studies, Devine, J., Punie, Y., Kampylis. Promoting effective digital-age learning – A European framework for digitally-competent 

educational organisations, Publications Office, 2015. https://dx.doi.org/10.2791/54070.” © European Union, 2015. 



SCK D2.1 Annex 3 - Survey of Cybersecurity Coverage in EC Digital Competence Frameworks, Self-Assessment Tools & Guides 

23 

 

Organisational structure of DigCompOrg framework  

 

• Thematic element (and illustrative description)  [macro competence area]   

• Sub-element (and illustrative description)      [competence area] 

 

• Descriptor (title-statement plus explanatory descriptor text)   [competence]    
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Coverage of cybersecurity domain in DigComp Org framework  

• Teaching and Learning Practices 

• Digital competence is promoted, benchmarked and assessed  
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• Infrastructure 

• The digital infrastructure is planned and managed 
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5  

 
5 Tables on this and preceding pages from “Joint Research Centre, Institute for Prospective Technological Studies, Devine, J., Punie, Y., Kampylis. Promoting effective digital-age learning – A European framework 

for digitally-competent educational organisations, Publications Office, 2015. https://dx.doi.org/10.2791/54070.” © European Union, 2015: emphasis added 
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2.3 [SELFIE] -  Self-reflection on Effective Learning by Fostering the use of  
                      Innovative Educational technologies   

self-assessment tool SELFIE (Self-reflection on Effective Learning by Fostering the use of Innovative Educational technologies) 

versioning v1 (2018) and subsequent rolling updates 

description 

 

“SELFIE is a free self-assessment tool designed to help individual schools embed digital technologies into teaching, learning and 
assessment ... [and gain] a better understanding of how digital technologies are [being] used … [It involves] students, teachers and 
school leaders in a collective reflection on technology use [in their school] … It is anonymous and customisable: the school can select and 
add questions and statements to personalise their SELFIE questionnaires and, [on completion], receive a tailor-made, interactive report 
which provides both in-depth data and quick insights into strengths and weaknesses. SELFIE … [is] based on the EC’s Digital 
Competence Framework for Digitally Competent Educational Organisations (DigCompOrg)” [see previous entry in this document] 

SELFIE comprises a set of distinct online self-assessment surveys respectively addressing school leaders, teachers, and students (min. 
age = 8), at different levels of compulsory education: primary, lower secondary, upper secondary, upper secondary VET. Respondents 
are requested to consider the individual survey statements (“In our school….”), reflect on their experience of (or position on) each one 
within their school’s learning community, and rate this on a 5-point scale from “strongly agree” to “strongly disagree” (plus a “non-
applicable” option). 

Each SELFIE survey comprises a set of core items, i.e. those largely common to all education levels. But the school’s SELFIE team can opt 
to include some optional items (selected by from a pre-defined set of optional indicators), and also create and add self-defined items 
that the team feels meet the school’s own particular needs (a pre-set template is available for this purpose). 

primary target Learning communities in primary, secondary, and upper-secondary vocational (VET) schools, comprising School Leaders, Teachers, 
Students (8 y.o.+) 

organisation & 
structure 

Eight thematic competence areas grouping 49 core competence/capacity items and 18 optional items (total = 67 items), 
plus an additional section called (“A bit about you”) for gathering basic profile information, plus personal views and 
experience (SELFIE survey responses are anonymous throughout). The “A bit about you” section contains 28 core items 
and 4 optional items (total = 32 items). So in ‘factory-setting’ mode, SELFIE proposes a maximum of 77 core items and 
22 optional items. The core and optional items can be supplemented with self-defined items generated using a standard 
template form.  

cybersecurity 
coverage 

Two of the eight competence areas (“Student Digital Competence” and “Infrastructure and Equipment”) include core 
competence items related to cybersecurity: in the former case “Safe Behaviour” and Responsible Behaviour”, and in the 
latter “Data protection ”. 

 



SCK D2.1 Annex 3 - Survey of Cybersecurity Coverage in EC Digital Competence Frameworks, Self-Assessment Tools & Guides 

28 

 

 

 

self-assessment tool 
(cont.) 

SELFIE (Self-reflection on Effective Learning by Fostering the use of Innovative Educational technologies) 

EC platform https://education.ec.europa.eu/selfie  

gateway access https://schools-go-digital.jrc.ec.europa.eu/school/registry  

main EC publications  

• European Commission (2021). SELFIE Guide for School Coordinators 

• European Commission (2022) Discover the Digital Potential of Your School – SELFIE Questionnaires (EN)  

• Joint Research Centre, Institute for Prospective Technological Studies, Devine, J., Punie, Y., Kampylis. (2015) Promoting effective 
digital-age learning – A European framework for digitally-competent educational organisations, Publications Office, 2015, 
https://data.europa.eu/doi/10.2791/54070 [© European Union, 2015 (“Reproduction is authorised provided the source is 
acknowledged.”)] 
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Domain scope of SELFIE tool  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                   [                             ]6 
 

  

 
6 List from European Commission (2021) SELFIE Guide for School Coordinators, with author’s additions  
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Organisational structure of SELFIE  

 

• Competence area (and brief description) 

• Competence item (ID code + title)  

• Competence statement    [e.g. “In our school, ……” statement reifying the competence]  

• SELFIE user profile     [SCHOOL LEADER, TEACHER, STUDENT – for target-specific questionnaires ]   

[Participants respond to item statements on a 5-point scale, from “strongly agree” to “strongly disagree”] 

• Additional individual information (“A bit about you”) 

[Participants respond to “A bit about you” item statements mostly from pull-down menus  
presenting predefined response options] 
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Coverage of cybersecurity domain in SELFIE  
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7  

 
7 Image on this and preceding page from European Commission (2022) Discover the Digital Potential of Your School – SELFIE Questionnaires (EN): emphasis added. 
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2.4.  [DigCompEdu]  -  European Framework for the Digital  Competence of Educators  

Framework The European Framework for the Digital Competence of Educators (DigCompEdu) 

Versioning DigCompEdu (2017) 

Description 
DigCompEdu is the EC’s digital competency framework for educators. It underpins the digital education self-assessment tool 
SELFIEforTeachers (see next entry).  

Primary target Educators at all levels of education, from early childhood to higher and adult education, including general and vocational education 
and training, special needs education, and non-formal learning contexts 

Organisation & 
structure  

Three profile-based macro areas grouping six competence areas that cover 32 competence items. Each competence has a general 
descriptor and a list of activities typically associated with that competence. The competence framework is coupled with a 
“progression model”, a six-level scale of proficiency in each of the 32 competences. Each proficiency level has one or more 
proficiency statements (“I foster…”, “I develop …”, etc.) 

Cybersecurity 
coverage 

Two of the six competence areas, Facilitating Learners’ Digital Competence and Digital Resources, include competence 
items related to cybersecurity: in the former case these competence items are Responsible use and (only nominatively) 
Communication, while cybersecurity is touched on in Managing, Protecting, Sharing. 

EC Platform https://joint-research-centre.ec.europa.eu/digcompedu_en  

Main EC 
publications 

• Redecker, C. European Framework for the Digital Competence of Educators: DigCompEdu. Punie, Y. (ed). EUR 28775 EN. 
Publications Office of the European Union, Luxembourg, 2017, ISBN 978-92-79-73494-6, doi:10.2760/159770, JRC107466  [© 
European Union, 2017 “Reuse is authorised provided the source is acknowledged”] 

• Economou, A., SELFIEforTEACHERS Toolkit - Using SELFIEforTEACHERS, Publications Office of the European Union, Luxembourg, 
2023, doi:10.2760/626409, JRC129699 

 

  

https://joint-research-centre.ec.europa.eu/digcompedu_en
https://dx.doi.org/10.2760/159770
https://dx.doi.org/10.2760/159770
https://dx.doi.org/10.2760/626409
https://dx.doi.org/10.2760/626409
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Domain scope of DigCompEdu 

 [The DigCompEdu framework comprises 3 profile-based macro areas, 6 digital competence areas, and 32 competences.] 

 

 

Fig. 4 - DigCompEdu’s competence framework with cybersecurity-related competences highlighted8 

 
8 Image from Redecker, C. European Framework for the Digital Competence of Educators: DigCompEdu. Punie, Y. (ed). EUR 28775 EN. Publications Office of the European Union, Luxembourg, 2017, ISBN 978-92-

79-73494-6, doi:10.2760/159770, JRC107466. © European Union, 2017: emphasis added 
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[The DigCompEdu framework incorporates a conceptual “progression model” of graduated proficiency.] 

 

Fig. 5 - DigCompEdu Progression Model9 

 

[On the basis of this model, each competence is reified through a set of exemplary actions that are ranked in eight 

proficiency levels, each labelled as a profile ranging from ‘newcomer’ to ‘pioneer’.] 

 

 
9 Image from Redecker, C. European Framework for the Digital Competence of Educators: DigCompEdu. Punie, Y. (ed). EUR 28775 EN. Publications Office of the European Union, Luxembourg, 2017, ISBN 978-92-

79-73494-6, doi:10.2760/159770, JRC107466. © European Union, 2017. 
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Fig. 6 - DigCompEdu graded proficiency levels10 

 

Organisational structure of DigCompEdu 

• COMPETENCE AREA  

• COMPETENCE 

• Activities      [List of activities associated with the competence] 

• Competence progression levels  [Proficiency levels (1-6) for each competence, inc. general description] 

• Competence proficiency statement/s [Set of six “I foster ….; I develop….” statements reifying each competence 

         at each of the six progression levels]. 

 
10 Image from Economou, A., SELFIEforTEACHERS Toolkit - Using SELFIEforTEACHERS, Publications Office of the European Union, Luxembourg, 2023, doi:10.2760/626409, JRC129699 
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Coverage of cybersecurity domain in DigCompEdu  

6. FACILITATING LEARNERS’  
    DIGITAL COMPETENCE 

6.4. RESPONSIBLE USE 

To protect devices and digital content, and to understand 
risks and threats in digital environments.  
To know about safety and security measures and to have a 
due regard to reliability and privacy. 

Activities  

Activity: enable learners to…. 

• protect devices and digital content, and to understand risks and threats in digital 

environments. 

• understand safety and security measures. 

• protect personal data and privacy in digital environments. 

• understand how to use and share personal information while being able to protect oneself 

and others from damages. 

• understand that digital services use a “Privacy policy” on how personal data is used. 

• avoid health risks and threats to physical and psychological well-being while using digital 

technologies. 

• protect oneself and others from possible dangers in digital environments (e.g. cyberbullying). 

• be aware of digital technologies for social wellbeing and social inclusion. 

• be aware of the environmental impact of digital technologies and their use. 

Activity: monitor student behaviour in digital environments in order to safeguard their wellbeing. 

Activity: react immediately and effectively when learners’ wellbeing is threatened in digital 

environments (e.g. cyberbullying).  
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6.2 Digital communication & collaboration  

To incorporate learning activities, assignments and assessments 
which require learners to effectively and responsibly use digital 
technologies for communication, collaboration and civic 
participation.  

Activities  

Activity: To be aware of behavioural norms and know-how while using digital technologies and 

interacting in digital environments. 

Activity: To create and manage one or multiple digital identities. 

Activity: To protect one’s own reputation. 
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2. DIGITAL RESOURCES 

2.3. Managing, protecting and sharing digital 
resources 

To organise digital content and make it available to 
learners, parents and other educators. To effectively 
protect sensitive digital content. To respect and correctly 
apply privacy and copyright rules. To understand the use 
and creation of open licenses and open educational 
resources, including their proper attribution. 

[Note: no further mention of privacy issues is made in 
the related competence activities, progression levels or 
proficiency statements] 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Footnote: tables on this and preceeding two pages from Economou, A.,  
SELFIEforTEACHERS Toolkit - Using SELFIEforTEACHERS, Publications Office of the European 
Union, Luxembourg, 2023, doi:10.2760/626409, JRC129699: emphasis added 
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2.5.  [SELFIEforTEACHERS]  

self-assessment tool SELFIEforTEACHERS (based on The European Framework for the Digital Competence of Educators - DigCompEdu) 

versioning v1  2021; updated 2022 

description 
SELFIEforTEACHERS is a tool for primary and secondary school teachers that allows them to self-assess their digital competence, 
individually or as a cohort. SELFIEforTEACHERS uses self-reflection to support the process of professional development and 
encourages teachers to plan their own learning according to the results. The tool is based on DigCompEdu (see previous entry) 

primary target Teachers in primary and secondary schools 

organisation & 
structure 

Six competence areas grouping 32 competence items. Each competence area and individual competence item has 
an illustrative descriptor. This structure is coupled with a “progression model”, a six-level scale of proficiency 
applied to all 32 competences. This permits each competence to be exemplified at progressive levels via a set of six 
competence statements (“I foster…”, “I develop …”, etc.) that reify the competence at the given proficiency level. 
The SELFIEforTEACHERS respondent selects the statement they identify most closely with. 

cybersecurity 
coverage 

Two of the six competence areas, Facilitating Learners’ Digital Competence and Digital Resources, include 
competence items related to cybersecurity; these are Responsible use and Managing, Protecting, Sharing, 
respectively. 

EC platform https://joint-research-centre.ec.europa.eu/digcompedu_en  

gateway access https://educators-go-digital.jrc.ec.europa.eu/  

main EC publication 
Economou, A., SELFIEforTEACHERS Toolkit - Using SELFIEforTEACHERS, Publications Office of the European Union, Luxembourg, 
2023, doi:10.2760/626409, JRC129699 

 

 

  

https://joint-research-centre.ec.europa.eu/digcompedu_en
https://educators-go-digital.jrc.ec.europa.eu/
https://dx.doi.org/10.2760/626409
https://dx.doi.org/10.2760/626409
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Domain scope of SELFIEforTeachers 

 

The SELFIEforTEACHERS Toolkit - Using SELFIEforTEACHERS (Economou, 2023) states*: 

“To develop SELFIEforTEACHERS, we used the European Digital Competence of Educators (DigCompEdu) as 

a benchmark for teachers’ digital competence. We analysed the specific competences as described in the 

DigCompEdu, also taking into consideration new and emerging pedagogical needs and approaches. We 

then designed a number of self-reflection items, which included examples to help teachers understand how 

that particular competence can be applied in practice.” 

 

Organisational structure of SELFIEforTeachers  

 

The SELFIEforTEACHERS Toolkit - Using SELFIEforTEACHERS (Economou, 2023)* states: 

SELFIEforTEACHERS involves two design and development aspects: (a) the content, which includes the 

reflection items, examples, help text explaining the terms used, and proficiency level-based feedback with 

suggestions on how to level up; and (b) the online platform to host the tool, which includes the user interface 

and functionalities.  

 

 

 

 

*emphasis added  
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• COMPETENCE AREA (and illustrative description) 

• COMPETENCE (competence title & one-line descriptor) 

• Competence progression levels     [A1 – A2 – B1 – B2 – C1 – C2] 

• Competence/item statements      [Statements (“I foster…”, “I develop …”, etc.)  

            reifying each competence at the 8 progression levels  
                                                                                                                              and presented to the respondent for selection] 

[Participants respond by selecting which competence proficiency statement mostly closely matches their own level] 
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Fig. 6 - SELFIEforTEACHERS structure of items (an example)11 

 

 

 

 

  

 
11 Figure from Economou, A., SELFIEforTEACHERS Toolkit - Using SELFIEforTEACHERS, Publications Office of the European Union, Luxembourg, 2023, doi:10.2760/626409, JRC129699 
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Coverage of cybersecurity domain in SELFIEforTeachers  

 

Fig. 7 - SELFIEforTeachers competence areas and items with cybersecurity-related competences highlighted12 

  

 
12 Figure (and tables on following pages, with emphasis added)  from Economou, A., SELFIEforTEACHERS Toolkit - Using SELFIEforTEACHERS, Publications Office of the European Union, Luxembourg, 2023, doi:10.2760/626409, JRC129699 
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3. EC GUIDES TO BLENDED LEARNING IN THE COVID-19 ERA  

3.1. Blended Learning for High Quality and Inclusive Primary  and  
     Secondary Education – Handbook  

3.2. Blended learning in school education – guidelines for the  
     start of the academic year 2020/21  

Guidelines/handbook 
Blended learning for high quality and inclusive primary 
and secondary education – Handbook 

Blended learning in school education – guidelines for the start 
of the academic year 2020/21 

Versioning v1 (2021) v1 (2020) 

Description “This Staff Working Document is designed to 
accompany and support the Recommendation on 
blended learning for high quality and inclusive primary 
and secondary education. It provides research evidence 
and other information as a basis for both the legal text 
of the Recommendation and its subsequent supportive 
actions. It is also, as far as possible at the time of 
writing [the COVID-19 crisis], a practical 
guide/handbook to help stakeholders understand the 
full potential of this topic and to support real and 
positive change across systems and across Europe” 

Guide to blended learning published by the EC to support 
schools’ efforts in coping successfully with the COVID-19 crisis 
and, in many cases, Emergency Remote Teaching. 

Primary target  educational stakeholders and policy makers dealing 
with primary and secondary schools 

Schools; educational stakeholders and policy makers 
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guidelines/handbook 
(cont.) 

Blended learning for high quality and inclusive primary and 
secondary education – Handbook 

Blended learning in school education – guidelines for the start of the 
academic year 2020/21 

organisation & 
structure 

Working document with examples of practice and 
recommendations. Includes a “Framework for Blended 
Learning” (p. 157) comprising a definition of blended 
learning and relevant policy measures, namely: (1) equal 
right of all learners; 2) system-wide approach; 3) supporting 
educators; 4) collaboration; 5) access; 6) well-being; 7) 
digital technology and content; 8) curricula and assessment; 
9) school strategy and leadership; 10) monitoring. 
Each of these contains observations/recommendations, plus 
a set of good practices for adoption. 

“Successful Blending Learning” framed in eight thematic areas (“Key 
Considerations”): School leadership; Legislation to support decision 
making; Managing in-school and distance learning environments for 
all learners; Teachers - role, competences and working conditions; 
Learner assessment; Well-being of staff and pupils; Collaboration 
and school community; Quality assurance; Evaluation and feedback. 

Each of these groups a set of sub-considerations potentially 
transformable into “guiding questions for stakeholders, for example: 
“Does our system have in place…?” or “How can our schools…?” 

cybersecurity coverage Indications on need for safe and secure use of 
digital environments/tools; learner wellbeing 
(cyberbullying); school application of data 
protection rules for children 

“Well-being of staff & pupils” features as one of the 
eight Thematic Area with related key considerations 
(e.g. anxiety/stress caused by cyberbullying). Safe and 
secure use of digital environments/tools addressed. 

repository  https://data.europa.eu/doi/10.2766/237842  https://www.schooleducationgateway.eu/en/pub/resources/publica
tions/blended-learning-guidelines.htm  

main EC publications  European Commission, Directorate-General for Education, 
Youth, Sport and Culture, Blended learning for high quality 
and inclusive primary and secondary education – 
Handbook, Publications Office of the European Union, 
2021, https://data.europa.eu/doi/10.2766/237842  

European Commission, Directorate-General Education, Youth, 
Sport and Culture, Unit B.2: Schools and multilingualism (2020). 
Blended learning in school education – guidelines for the start of 
the academic year 2020/21.  
Available at: 
https://www.schooleducationgateway.eu/downloads/Blended%20l
earning%20in%20school%20education_European%20Commission_
June%202020.pdf   (retrieved May 2023) 

 

Coverage of cybersecurity domain in EC guides to blended learning  

 

https://data.europa.eu/doi/10.2766/237842
https://www.schooleducationgateway.eu/en/pub/resources/publications/blended-learning-guidelines.htm
https://www.schooleducationgateway.eu/en/pub/resources/publications/blended-learning-guidelines.htm
https://data.europa.eu/doi/10.2766/237842
https://www.schooleducationgateway.eu/downloads/Blended%20learning%20in%20school%20education_European%20Commission_June%202020.pdf
https://www.schooleducationgateway.eu/downloads/Blended%20learning%20in%20school%20education_European%20Commission_June%202020.pdf
https://www.schooleducationgateway.eu/downloads/Blended%20learning%20in%20school%20education_European%20Commission_June%202020.pdf
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From “Blended learning for high quality and inclusive primary and secondary 
education – Handbook” (EC, 2021) 

From “Blended learning in school education – guidelines for the start of the 
academic year 2020-2022” (EC, 2020) 

2.5 LEARNERS AND BLENDED 
LEARNING 

Specific needs relating to environments and tools 
…… 

• a safe and secure online experience for pupils of all ages when 
connecting with digital devices ……. 

3.2.1 Design and management of learning 

Attitudes and concerns relating to the use of digital tools 
…….. 

Digital tools 

…..Any web-based tools or platforms should be suitable and relevant to 
pupils' age as well as intuitional and user friendly. Data collection should 
be compliant with data protection rules. …..For the safety of learners, it 
may be necessary to review the set-up of secure passwords and logins as 
well as filters for the use of internet content. IT Infrastructure providers 
offer many security options and filters that allow educators to block 
problematic apps and websites. 

3.2.4 Well-being of staff and pupils 
Identifying causes of anxiety and stress: 

……….. 

• Loss of a ‘safe’ place away from difficult or dangerous home 
environments for some children; 

• Extended exposures to digital screens or stress caused by cyber-bullying. 

 [Recommendation] 

Simply identifying the possible causes is the first step to developing 
ways to prevent, mitigate or overcome such problems. 

key considerations for successful blended learning  
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……… 

Developing guidance for the whole school 
community 

…….. 

• A positive use and personal management of digital tools and 

social media; and supporting the application of data protection 

rules to children  

1.2.3 MANAGING THE IN-SCHOOL AND 
DISTANCE LEARNING ENVIRONMENTS 
TO SUPPORT ALL LEARNERS 

…….. 

iii. Digital tools 
……Data collection should be compliant with data protection rules…….For the 

safety of learners, it may be necessary to review the set-up of secure passwords 

and logins as well as filters for the use of internet content. IT Infrastructure 

providers offer many security options and filters that allow educators to block 

problematic apps and websites. 

 

1.2.6 WELL-BEING OF STAFF & PUPILS 

i. Identifying causes of anxiety and stress: 

……….. 

• Loss of a ‘safe’ place away from difficult or dangerous home 
environments for some children; 

Extended exposures to digital screens or stress caused by cyber-bullying 

[Recommendation] 

Simply identifying the possible causes is the first step to developing 
ways to prevent, mitigate or overcome such problems. 

……… 
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4. EC PUBLICATIONS FOCUSING ON CYBERSECURITY MATTERS  

4.1.  [ECSF]  -  European Cybersecurity Skills Framework  

framework ECSF - European Cybersecurity Skills Framework (European Union Agency for Cybersecurity – ENISA)13 

versioning V1 (Sept 2022) 

description Descriptive taxonomy of professional profiles within the cybersecurity sector 

primary target Stakeholders and policy makers in the cybersecurity sector 

organisation & 
structure 

List of 12 professional profiles within the cybersecurity sector, each identified by a Profile Title and nine attributes: Alternative 
Title(s;) Summary statement; Mission; Deliverable(s); Main task(s); Key skill(s); Key knowledge; e-Competences [from e-CF - 
EN16234-1 e-Competence Framework (e-CF) - A common European Framework for ICT Professionals in all sectors] 

cybersecurity 
coverage 

The entire taxonomy is devoted to cybersecurity, encompassing an industry-wide perspective. One of the 12 profiles, 
CYBERSECURITY EDUCATOR, is potentially of relevance to cybersecurity education in the school sector. 

ENISA platform https://www.enisa.europa.eu/topics/education/european-cybersecurity-skills-framework  

main EC publications 

• European Union Agency for Cybersecurity (ENISA), (2022).  ECSF - European Cybersecurity Skills Framework. ISBN: 978-92-9204-
584-5 DOI: 10.2824/859537. © European Union Agency for Cybersecurity (ENISA), 2022  

• European Union Agency for Cybersecurity (ENISA), (2022). User Manual, ECSF - European Cybersecurity Skills Framework. ISBN: 
978-92-9204-583-8 – DOI: 10.2824/95989 © European Union Agency for Cybersecurity (ENISA), 202214 
[note: this latter document addresses the educational perspective of cybersecurity at the levels of Vocational Education & 
Training (VET), Higher Education (HE), and workplace education & training. It therefore falls outside the scope of this review].  

  

 
13 The European Union Agency for Cybersecurity, ENISA, is the Union’s agency dedicated to achieving a high common level of cybersecurity across Europe. More information about ENISA and its work can be 

found here: www.enisa.europa.eu. 
14 This document addresses the educational perspective of cybersecurity at the levels of Vocational Education & Training (VET), Higher Education (HE), and workplace education & training. It therefore falls 

outside the scope of this survey. 

https://www.enisa.europa.eu/topics/education/european-cybersecurity-skills-framework
https://dx.doi.org/10.2824/859537
https://dx.doi.org/10.2824/859537
https://dx.doi.org/10.2824/95989
https://dx.doi.org/10.2824/95989
http://www.enisa.europa.eu/
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Organisational structure of ECSF 

 

• LIST OF PROFILES 

• PROFILE TITLE 

• Profile attributes      [Alternative Title(s;) Summary statement; Mission; Deliverable(s);  

          Main task(s); Key skill(s); Key knowledge; e-Competences (from e-CF)] 

• Attribute value      [Descriptive text or bulleted list reifying each attribute] 

 

 

Coverage of (school-related) cybersecurity domain in ECSF 15  
  

 
15 Images on the following page from European Union Agency for Cybersecurity (ENISA), (2022).  ECSF - European Cybersecurity Skills Framework. ISBN: 978-92-9204-584-5 DOI: 10.2824/859537. © European Union Agency for 

Cybersecurity (ENISA), 2022: emphasis added. 
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4.2 [What can schools do about bullying?] - EC factsheet  

publication 
“What can schools do about bullying?” (European Commission, Directorate-General for Education, Youth, Sport and 
Culture) 

versioning 2023 

description 
infographic factsheet devoted to bullying & cyberbullying of students, with suggested actions that schools, parents and 
communities can take in response 

primary target Schools & school communities 

organisation & 
structure 

Two-page infographic factsheet with academic references and links to further resources on the topics presented. 

cybersecurity 
coverage 

Addresses the specific topic of cyberbullying as part of the broader issue of bullying of students 

EC repository https://data.europa.eu/doi/10.2766/809742 

main EC publication 
European Commission, Directorate-General for Education, Youth, Sport and Culture, What can schools do about 
bullying? -, Publications Office of the European Union, 2023, https://dx.doi.org/10.2766/809742 16 

 

 

 

 

 

Coverage of cybersecurity domain in “What can schools do about bullying?”  

 
16 Inserted in the following pages: emphasis added. 
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5. DISCUSSION & FINAL CONSIDERATIONS  
This study brings to light considerable variation in how cybersecurity-related issues are treated in the surveyed frameworks, self-

assessment tools and guides on digital competence/capacity in education developed by - and produced under the auspices of - the 

European Commission (EC). This variation is particularly apparent in the positioning and granularity with which cybersecurity matters 

are treated as part of digital competence/capacity generally, and also to some extent in the nature of that treatment. This variance can 

largely be attributed to the fact that the surveyed initiatives (a) are intended for different purposes (conceptual framing, functional self-

assessment, practical guidance); (b) concern the digital competence/capacity of quite different target groups (individuals/citizens, school 

communities, teachers); and (c) are designed for different stakeholder groups (educational authorities, policy makers, researchers, 

school leaders, practitioners, etc.). 

In any case, it is also worth noting how digital competence/capacity in education (and cybersecurity matters as a constituent part of 

that) continues to be a high priority for the EC. This is borne out in ongoing development, updating and expansion of initiatives like 

DigComp 2.2 and related support material, the SELFIE/SELFIEforTeachers tools and related ecosystems, and EC support for Blended 

Learning/Emergency Remote Teaching during the COVID-19 pandemic. Increasing priority devoted to cybersecurity competences – 

professionally and in education - is clearly manifest in the surveyed initiatives European Cybersecurity Skills Framework and the EC 

factsheet, “What can schools do about bullying”, but also in funding of cybersecurity-in-education projects such as SuperCyberKids 

itself. 

5.1. Coverage of the cybersecurity domain  
Two separate analyses were performed on the cybersecurity-related content aggregated from the nine surveyed digital competence 

frameworks, self-assessment tools and guides (Sections 2 to 5). The first analysis was essentially carried out to scope coverage of 

cybersecurity in these EC documents. In this case, standard productivity suite applications and free online text processing tools were 

employed. In addition, some semantic filtering and clustering was performed manually, with personal subjectivity came into play. A 

second, more automated, analysis was carried out using T-LAB software (Lancia, 2004), a dedicated text analysis tool, to gain insights 

into the semantic relations in the dataset between the core concept “security” and other lemma (individual words) or collocations 

(commonly combined word combinations like “digital environment”). Together, the two analyses give a sense of the breadth, depth and 

nature of cybersecurity coverage in the aforementioned EC document sources.  

The findings reported here complement and intersect with those from the other desktop studies and field investigations performed in 

the SuperCyberKids project for defining the “SuperCyberKids Skills Framework” (SCKSF - see Section 1). Examining cybersecurity from 

different perspectives - academic literature, stakeholder/expert views, implemented educational initiatives, [digital] educational policy-

making - can only help to enrich and strengthen the framework, instilling it with greater potential applicability throughout the ecosystem 

it will be situated in.  

Scoping  analys is  
As described in the table below, steps were performed to extract and distil a dataset of cybersecurity terminology from the identified 

cybersecurity content reported in Sections 2 to 5.    

Table 1 - steps for  extracting/distilling cybersecurity terminology dataset from surveyed EC sources (Sections 2 to 5) 

STEPS ACTION PERFORMED TOOLS EMPLOYED17 OUTPUT 

1 
All cybersecurity-related textual 
content reported in Sections 2-5 
extracted and aggregated  

Adobe Acrobat & Microsoft Word   
(manual copy & paste) 

raw block of contextual text passages = 6258 
words  

2 
Manual congruency processing of 
raw text-block18 

Microsoft Word 
Semi-refined block of contextual text 
passages = 5826 words 

 

 
17 The free-access online text processing tools employed do not guarantee 100% accuracy, so some minor discrepancies are foreseeable. 
18 Contextual removal of repeated/irrelevant framework structure headings, subheadings & labels/identifiers (e.g. “Use Cases”, “Employment 

Scenario”, “Advanced level 5”, etc). In addition, two context-reliant syntactic uniformity adjustments were made: (i) [well-being/well being] = 
“wellbeing”; (ii) [cyber bull*/cyber-bull*] = “cyberbull*” (rationale: both “well” and “cyber” are prefixes for other composite terms in the dataset) 

https://www.supercyberkids.eu/
https://www.supercyberkids.eu/
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STEPS 
CONT. 

ACTION PERFORMED CONT. TOOLS EMPLOYED CONT. OUTPUT CONT. 

3 
Semi-refined text block converted 
into dataset (word lists)  

https://www.browserling.com/tools/word-
frequency 

ordered lists of single word instances & their 
numerical frequency value 

4 
Minor congruency processing 
performed on dataset19 

Microsoft Excel & Microsoft Word 
list of 1099 distinct lemmas with multiple 
instances = 5808 word dataset 

5 
dataset fed into online word-cloud 
generators 

https://www.freewordcloudgenerator.com 

https://tagcrowd.com 
Word-clouds shown in figs.8 & 9 

6 
Subjective/manual identification of 
cybersecurity terms in dataset 

Microsoft Excel & Microsoft Word 
List of cybersecurity terms, including their 
root (lemma) and set of inflected/alternate 
forms (lexeme) 

7 
Semantic clustering of ‘flagbearer’ 
cybersecurity terms, labelled by 
highest-instance frequency20  

Microsoft Excel 
Dataset of cybersecurity terms distilled from 
Step 4 dataset = 22 cybersecurity lemma; 
594 instances21 

8 
Distilled cybersecurity dataset of 
instances fed into word-cloud 
generator 

https://www.freewordcloudgenerator.com 

https://tagcrowd.com 

Distilled word-cloud of cybersecurity terms 
shown in figs. 10 & 11 

 

 

 
Fig. 9 – Step 5 output: word cloud generated from aggregated content extracted from the surveyed EC publications & tools 

(https://www.freewordcloudgenerator.com) 

 
19 removal of invalid instances: punctuation marks, numbers, non-values, etc.   
20 For example, clustering of the terms cybersecurity (25 instances) + security (25) + secure (8) + cybersecurity-related (2) + securely (1). Assigned 

cluster label = cybersecurity (due to highest frequency in cluster). One instance of collocation clustering was also applied to a cluster label (“personal” 
+ “data” = “personal-data”) as the online word cloud generator automatically treated these as separate lemmas. 
21 protect (81); cyber-security (61); privacy (52); safety (48); personal-data (42); wellbeing (40); risks (37); aware (35); cyberbullying (30); threats (28); 

appropriate (28); responsible (26); health (21); dangers (16); passwords (14); identity (11); sensitive (7); malware (4); victims (4); confidentiality (3); 
authentication (3); GDPR (3).  
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Fig. 10 – Step 5 output: word cloud in alphabetical order generated from aggregated  
content extracted from the surveyed EC publications & tools (https://tagcrowd.com) 

Examining the two Step 5 word clouds (figs. 8 & 9) through the lens of the cybersecurity domain, the most striking result to 

emerge is the prominence in both clouds of the terms “protect”, “privacy” and “personal” (data/information), “wellbeing”, 

“risks” and (to a lesser extent) “[cyber]security” itself.  

These terms also emerge strongly from the Step 7 semantic clustering of the cybersecurity terms subjectively selected in 

Step 6, as demonstrated both by the resulting Step 8 word clouds (figs. 10 & 11) and the list of 22 cybersecurity terms 

themselves (listed in Step 7 footnote). As a result of the clustering process, “cybersecurity” gains greater prominence, as do 

“safety”, cyberbullying”, “aware”, “threats”, “appropriate” and “responsible”. 

 

 
Fig. 11 - Step 8 output: word cloud generated from extracted ‘flagbearer’ cybersecurity-domain terms 

 (https://www.freewordcloudgenerator.com) 

 

https://tagcrowd.com/
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Fig. 12 - Step 8 output: word cloud in alphabetical order generated from extracted ‘flagbearer’  

 cybersecurity-domain terms (https://tagcrowd.com) 

 

Relat ional  “SECUR ITY ”  centred  ana lys is   

The brevity of the aggregated corpus in this survey did not allow application of full quantitative analysis. However, T-LAB 

software (Lancia, 2004) – along with a set of linguistic, statistical and graphical tools – were adopted to conduct some 

analytical investigation of an exploratory nature. Specifically, the "Word Associations" function was employed on the lemma 

"SECURITY" (Fig. 12) to explore its co-occurrence relationships, which determine its ‘contextual meaning’. 

 
Fig. 13 –  Focus on the lemma “SECURITY” with word associations 

The above key words (labels with frequency ≥ 4) that are significantly associated with the word "security" (p ≤0.05) within 

the text corpus and the related χ2 value are as follows: (logins - 34.46), (block - 23.17), (data_management - 23.17), 

(educator - 18.40), (filter - 18.40), (network - 18.40), (respond - 18.40), (data - 9.76), (password - 10.24), (app - 11.12), 

(application - 11.12), (online_learning_environments - 11.12), (ethical - 9.05), (management - 9.05), (user - 5.38), 

(data_protection - 5.48), (regulation - 5.48). 

 

 

  

https://tagcrowd.com/
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5.2 Description/reif ication of competences in the  
    digital education & cybersecurity f ields  

Irrespective of the structural dimension of the surveyed EC digital competence frameworks and self-assessment tools (namely how 

they organise, group, classify and/or categorise digital competences, including those concerning cybersecurity), at ‘leaf-level’ they 

mostly reify individual competences by way of a title plus brief descriptive text, commonly referred to as a “descriptor” or - more simply 

- “item”. This is usually coupled with - or in the form of - a specific action statement (“I foster …., I develop …., “In our school we learn 

…..” ) or capacity (“I can identify …..”). Exceptions to such ‘action-oriented’ descriptors are found in two cases: 

• the DigCompOrg framework (JRC, 2015), which pairs a generalised statement (e.g. “Safety, risks and responsible behaviour in 

online environments are foregrounded”) with a brief definition (e.g. “Staff and student digital competence comprehensively 

addresses….”) 

• The European Cybersecurity Skills Framework (EC-ENISA, 2022), which defines professional cybersecurity profiles, including 

“Cybersecurity Educator”, by listing – among other attributes – the main tasks (“Develop, update and deliver cybersecurity and 

data protection curricula ……”) and key skills (“Design, develop and deliver learning programmes”) typifying each profile. 

It is worth noting here that the DigComp 2.2 Framework not only defines the digital competences themselves, it also provides 

comprehensive listings of Knowledge, Skills and Attitudes associated with each competence, together with (proficiency-graded) Use 

Cases in professional and education domains, respectively. 

The mission of the other documents surveyed here, namely the blended learning guidelines and handbook and the bullying-in-schools 

factsheet, differs distinctly from the others. Rather than framing/describing digital competences/capacities in education generally , they 

provide recommendations for various education stakeholders on how to meet the challenges at hand, including best practices to follow. 

That said, “Blended learning in school education – guidelines for the start of the academic year 2020-2022” (EC, 2020) does provide a 

structured framework of key considerations for “successful blending learning”. This comprises eight thematic areas, each grouping a set 

of sub-considerations potentially transformable into “guiding questions for stakeholders, for example: “Does our system have in 

place…?” or “How can our schools…?”. What’s more, “Blended learning for high quality and inclusive primary and secondary education 

– Handbook” (EC, 2021) includes a broad overview of a number of the EC documents and tools surveyed here. It also advocates adoption 

of legal frameworks to support appropriate and effective decision making by “governing authorities (local authorities, school board, 

school leadership team)”, something which could involve “adapting Initial Teacher Education and teacher competence frameworks, if 

appropriate” (p.12).  

5.3. Competence Proficiency  Positioning & Grading  

Beyond defining digital competences in education, the surveyed EC digital competence frameworks and self-assessment tools also set 

these competences on progressive proficiency scales (all except DigCompOrg, which – as mentioned – describes competences in 

conceptual/descriptive terms rather than in the form of ‘action statement’ items). Adoption of proficiency scales not only helps more 

accurate positioning of users’/respondents’ actual competence levels at any given time, it also provides a structured vision and 

conceptual scaffolding for scaling up those levels.  

Competency items in DigComp 2.2 are ranked according to eight-level proficiency scales, while DigCompOrg and SELFIEforTeachers 

adopt a comprehensive competency proficiency model with six levels. In all these cases, however, the various ‘action statement’ items 

(“I can…”, “I develop….”) that encapsulate individual competences are graded to reflect progression in competency 

development/complexity. The grading of the respective competence item-statements not only reflects progressive domain content-

related specialisation and/or expertise, it also draws evident inspiration from the learning taxonomy proposed by Bloom (1956) - and 

later revised by Anderson & Krathwohl (2001) -  i.e. progressing through the stages from passive knowledge/awareness to more 

proactive creation and evaluation.  

DigComp 2.2 adopts a structured proficiency scale that has four macro levels (Foundation, Intermediate, Advanced, Highly Specialised), 

each of which covers two proficiency levels (1-2, 3-4, 5-6, 7-8 respectively). In addition, at each level the related “I can …” statements 

themselves are framed and worded progressively, as shown in Table 2 below. 
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Table 2 - structured proficiency scale adopted in DigComp 2.2 

PROFICENCY LEVEL PROGESSIVE FRAMING OF CORRESPONDING “I CAN …” STATEMENTS 

• Foundation level 1  At basic level and with guidance, I can … 

• Foundation level 2 At basic level and with autonomy and appropriate guidance where needed, I can … 

• Intermediate level 3 On my own and solving straightforward problems, I can … 

• Intermediate level 4 Independently, according to my own needs, & solving well-defined, non-routine problems, I can … 

• Advanced level 5 As well as guiding others, I can … 

• Advanced level 6 At advanced level, according to my own needs and those of others, and in complex contexts, I can 

• Highly Specialised level 7 At highly specialised level, I can … 

• Highly Specialised level 8 At the most advanced and specialised level, I can … 

 
The DigCompEdu framework and SELFIEforTeachers self-assessment tool based on that framework both adopt the comprehensive, 

highly structured DigCompEdu Progression Model (fig.5). This conceptual model provides the basis for the DigCompEdu graded 

proficiency levels (fig. 6 plus summarised version in fig. 13 below), which progressively rank the presented competences. A particularity 

of this proficiency ranking is that it is expressed in terms of six functional profiles, ranging from “Newcomer” though to “Pioneer” (see 

below).  

 
Fig. 13 - SELFIEforTEACHERS proficiency levels based on theDigCompEdu Progression Model 22 

 
As the figure above shows, each of these profiles is correlated to the consolidated codification system [A1 – A2 – B1 – B2 – C1 – C2] 

introduced in the Common European Framework of Reference for Languages – CEFR (Council of Europe, 2020, 2001). This ground-

breaking European competency framework, developed and published by the Council of Europe, is now pervasive in educational, 

academic and professional spheres throughout Europe and beyond. The choice to adopt the CEFR competency level codification lends 

the DigCompEdu Progression Model familiarity to DigCompEdu and SELFIEforTeachers users, as does the reification of competencies in 

action-based “I can ….” statements, another key characteristic of the CEFR approach. DigCompEdu/SELFIEforTeachers proficiency levels. 

 

5.4 SuperCyberKids Skil ls  Framework (SCKSF)  & EC digital  
      competence init iatives: opportunities  

 
22 Figure from Economou, A., SELFIEforTEACHERS Toolkit - Using SELFIEforTEACHERS, Publications Office of the European Union, Luxembourg, 2023, doi:10.2760/626409, 

JRC129699 
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As mentioned at the beginning of this document, development of cybersecurity competences in the educational sphere is 

inexorably entwined with support for the furthering of digital competences generally within education at different levels. 

Hence efforts on both these fronts can yield synergies and mutual benefits that potentially boost efforts to attain the goals 

of the EC’s Digital Education Action Plan 2021-2027, or DEAP (European Commission, 2020).  

Firstly, the analysis of EC digital competence frameworks and self-assessment tools reported here (just like the other 

preparatory studies performed in SCK Work Package 2) is intended to help ground, inform and orientate drafting of the 

“SuperCyberKids Skills Framework” (SCKSF), lending the SCKSF a firmer conceptual basis. Synergic alignment between SCKSF 

and the surveyed initiatives could also be beneficial, at both conceptual and operative levels. 

Secondly, SCKSF could provide useful input on cybersecurity matters and issues for consideration as part of existing EC 

endeavours to develop digital competences in education: for example, SCKSF may yield content that could ultimately be 

considered for incorporation to some degree in updated versions of the EC frameworks and self-assessment tools surveyed 

here. But in the meantime, one very tangible opportunity for cross-fertilisation stands out. Recommendations on 

cybersecurity education in schools generated in the SCK project could be formulated as a proposed set of optional SELFIE 

items that schools’ SELFIE Coordination Teams can draw on for possible inclusion in their SELFIE questionnaires. A parallel 

example of such domain-specific SELFIE ecosystem enrichment already exists, namely “Suggested optional SELFIE questions 

on blended learning”23, a resource currently available on the EC SELFIE portal24. Obviously, formulation of SCK-derived 

cybersecurity recommendations in typical SELFIE-item structure and format would constitute merely a first step in the 

process: such items would need to undergo appropriate validation, pilot testing and translation/localisation before 

ultimate publication as proposed optional SELFIE items. 

  

 
23 https://education.ec.europa.eu/sites/default/files/document-library-docs/blended-learning-nov21_en.pdf  
24 https://education.ec.europa.eu/selfie/resources#pubs  

https://education.ec.europa.eu/sites/default/files/document-library-docs/blended-learning-nov21_en.pdf
https://education.ec.europa.eu/sites/default/files/document-library-docs/blended-learning-nov21_en.pdf
https://education.ec.europa.eu/selfie/resources#pubs
https://education.ec.europa.eu/sites/default/files/document-library-docs/blended-learning-nov21_en.pdf
https://education.ec.europa.eu/selfie/resources#pubs
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