:e.ba
SUPER CYBER

=== KIDS ===

SuperCyberKids Learning Framework

SuperCyberKids
Deliverable no. D2.1 (Annex 1)

Call: ERASMUS-EDU-2022-PI-FORWARD
Type of Action: ERASMUS-LS
Project No. 101087250

KRR Co-funded by the
W Erasmus+ Programme
i of the European Union

The European Commission's suppott for the production of this publication does not constitute an
endorsement of the contents, which reflect the views only of the authors, and the Commission cannot

be held responsible for any use which may be made of the information contained therein.



Project No. 101087250 (“SCK”) — D2.1 SuperCyberKids Learning Framework

Project ref. number

101087250

Project title

SCK - SuperCyberKids

Document title

SuperCyberKids Learning Framework -SCKLF (M7)

Document Type

Deliverable (Annex)

Document version 0.1
Previous version(s) --

Planned date of delivery 2023-07-31
Language English
Dissemination level Public
Number of pages 40

Partner(s) responsible

CRN (WP2 — Leader) UMA (WP2.1 Leader)

Participating partner(s)

CRN; UMA

Authot(s)

Dirk Ifenthaler, UMA; Nicolai Plintz, UMA; David Gall, UMA

With contributions by

Flavio Manganello, CNR; Jeffrey Earp, CNR; Manuel Gentile,
CRN; Salvatore Perna, CRN; Giuseppe Citta; CRN

Keywords

SuperCyberKids, Cybersecurity Education Initiatives, Systematic
Literature Review, Skill framework

DOl

How to cite

Pag. 2 of 51




Project No. 101087250 (“SCK”) — D2.1 SuperCyberKids Learning Framework

Annex 1
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1.3 SURVEY FORM - Delphi Study
1.2.1 Round 1

Super Cyber Kids (SCK) - Delphi Study

First round of the SCK Delphi Study.
Thank you for your willingness and participation in our two-round Delphi study.

Below you will find the very broad round 1.

The following form is divided into two rubrics. A personal data/demographic part and a content-based part.
Please fill out all the required information, so that we can use it for our analytics and research.

* Erforderlich

1. In order to compare the participation of the first and second round and to guarantee anonymity, we ask
you to create an individual code consisting of two letters and two numbers. Please use the first two
numbers of your birthday, then the first letter of your place of birth and then the first letter of your
country of residence.

Example:
01.02.1999 Birthday
Berlin Place of birth

Germany Residence

Result: 01BG *

Ihre Antwort eingeben

2. Please select your age range. *

O <20

() 20-29
O 30-39
(O 40-49
() 50-59
() 60-69
O =70
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3. What is your gender? *

O Male
O Female

O Prefer not to say

(O  sonstiges

4. What is your highest educational qualification? *

O No educational qualification

O Secondary school

() A-levels

O University degree

O Apprenticeship

O Doctoral degree

5. What is your area of expertise? *

O Education

O Cybersecurity

O Cybersecurity education

() Sonstiges

6. How many years of expertise do you have in the mentioned area above? *

Ihre Antwort eingeben
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7. Please identify areas of knowledge and skills that children aged 8-13 should have in the field of
cybersecurity from your experience and expertise. Please name everything you can think of at this stage
that is not of interest to us.

Please formulate the "skills" section as a "can do statement”.

Here are some examples from a non-specialist area:

1. Children can read and understand musical notation.
2. Children can identify and name scales, chords, and intervals.

*

Ihre Antwort eingeben

1.2.2 Round 2
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Super Cyber Kids (SCK) - Delphi Study Data
Privacy & Awareness -

Abschnitt 1

Demografic Part

In order to compare the participation of the first and second round and to guarantee
anonymity, we ask you to create an individual code consisting of two letters and two
numbers. Please use the first two numbers of your birthday, then the first letter of your
place of birth and then the first letter of your country of residence.

Example:

01.02.1999 Birthday
Berlin Place of birth
Germany Residence

Result: 01BG *

Ihre Antwort eingeben
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Abschnitt 2

Content Part

Below is a brief explanation of how the dimensions were created. You will then be asked
to validate each of the 5 fields of the matrix-based framework.

It may be that some fields do not contain any content, if this is the case it is because no
skills could be assigned in the scientific literature, in the existing cybersecurity games
and in the first Delphi round.

In the cover picture of the section, you will find the dimensions and the categories.

The dimensions Identify, Protect, Detect, Respond and Recover have been taken from
the NIST Cybersecurity Framework and then adapted to the age group (8-13-year-olds).
The categories in our framework are understood taxonomically. For example, general
knowledge is classified in the Identify category. Whereas in the Detect category, applica-
tion knowledge is required.

Here is a short definition of the categories:

Identify: This category is for basic knowledge and general knowledge about cyberse-
curity.

Protect: Skills and measures for protection in cyberspace should be classified in this
category. Both technical and non-technical skills.

Detect: This category should include skills that children can use to recognize that they
are affected by a cybersecurity problem.

Response: This category should include skills for responding to a security incident.
Recover: This component deals with recovery from a security incident.
Here is a non-specialist example:

Children know that bacteria exist (Identify).

Children know not to sneeze into their hands but into their elbows (Protect).

Children can recognize unhygienic objects in everyday life, such as door handles in pu-
blic buildings (Detect).

Children can wash their hands after contact with door handles (Respond).

Children can wash their hands after contact with door handles (Recovery).

For the original version of the NIST framework, you are also welcome to read here:
https://www.nist.gov/cyberframework

In the matrix-based framework, the adapted categories of the NIST Cybersecurity
Framework represent the X-axis.

On the Y-axis are categories identified from the scientific literature and existing frame-
works (Malicious Code, Data Privacy & Awareness, Fraud, Preventive Techniques, Abusi-
ve Content, Security).

Here, the skills are classified in a matrix-based manner.
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Overview Matrix-based framework
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We are in the dimesion Identify and Data
Privacy & Data Awareness section.

Kids should know...

... personal data protection.
... to keep private data safe.
... the consequences of exposing personal data.
... that passwords can help to protect computer
files and information.
... concept of online privacy and that there are
different levels of privacy.
... what possible happens when then post a
comment in a social media app.
... how to authenticate.
... the basics of an individual account in an
app.
... security risks when streaming.
... that a person can be identified by knowing
only a few pieces of information about them,
and that they must therefore be careful about
what information they provide online.
... recognise what forms ‘personal information’
can take.
... to identify different types of personal
information that may be elicited in the online
environment.
... some of the techniques that are used in the
online environment to elicit their personal
information.
... to demonstrate an awareness of why it may
be unwise to disclose their personal details
online.
... about disclosure of personal information and
commercial exploitation.
... to understand and respect their own rights
and those of others regarding private
information.
... what personal information and safety
procedures are.
... how to classify personal data.
... not post their location online.
... the concept of privacy of personal data of
third parties.
... the concept of digital footprints.
... that when they post something on the
internet it can't ever truly be deleted.

. the security issues caused by social media
usage.
... to be aware of privacy settings and what
they entail.
... that someone they don't know can send
them a private message or direct message.
... their rights (e.g. on their own picture)
... what information they can share.
... the concept of copyright.
... how copyright relates to fair use.
... examples of how fair use can help protect
an author/creator’s rights while promoting the
sharing of ideas.
... that illicit downloading of copyrighted.
... that downloading copyrighted materials e.qg.
music and films can be risky.
... about sharing and authoring rights

Do you find the extracted skills adequate and
complete?
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If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Protect and Data
Privacy & Data Awareness section.

Kids should be able...

... to handle their own personal data
responsibly.

... to create User-Account (e.g. Guest-Account).
... to distinguish between private and public
information. By discussing grade-appropriate
examples of privacy and what is OK to share
about themselves and how that relates to
confidentiality.

... to be aware of creating privacy settings for
minimizing SNS risks, and assessing other
online risks or cyberbullying.

... to not give out personal data and
information.

... to use a different password for social media
and school accounts.

... to not share school passwords with
classmates.

... to regularly check the privacy settings of
their social media accounts.

... to not post everything on the internet.

... to be aware of online privacy and the levels
of privacy.

... to use passwords.

... to update their computer, when a warning
from the computer appears.

... to use online storage systems to exchange
and keep personal or sensitive information.

... to use strategies for downloading suspicious
attachments.

... to distinguish which data to share/provide
online or not.

... to check privacy- and chat settings to be
safe during gaming.

... to handle privacy settings to avoid online
enticement and sextortion.

... to use the privacy settings in SNS for
reporting, blocking and saving their data.

... to demonstrate an awareness of why it may
be unwise to disclose their personal details
online.

... to clean their browser cache.

... to set privacy settings.

... to decide whether posting information is OK
or not.

... to manage their online profiles (e.g. privacy)
... to not tell or give any private or personal
information about themselves or others to
strangers.

AFARRNANAEL
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... to destroy/erase information and protect
data appropriately.

... to use online privacy settings as a
preventive coping strategy because it may
decrease the likelihood of being cyberbullied in
the future. Privacy settings allow social media
users to limit who can access the content they
share online (e.g., pictures, comments,
personal information).

... to understand what happens when post a
comment in a social media app.

... to limit visibility of posts and comments.

... to limit visibility of personal information.

... to decide whether to give out personal data
without permission from their parents.

... to react if a stranger is asking them for
personal information.

... to protect their personal data in an online
context.

... to decide whether it is OK to post their
location online or not.

... to recognize and use a pseudonym in the
online discussion forum to secure their
personal data in an appropriate way.

... to use personal password-protected
accounts.

... to protect their digital identity by knowing
where and what information to share online
and what not to share.

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben
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We are in the dimension Detect and Data
Privacy & Data Awareness section.

Kids should be able...

... to recognize when websites, apps, programs
or e-mails ask for personal data that should not
be given out.

... examples of how copyright can be equated
to ownership and other ideas, such as “Who
wrote the document,” “Anything I create that is
new to the world is mine,” and "I need to give
credit to any content NOT created by me.”

e[| o | {or )

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Respond and Data
Privacy & Data Awareness section.

— . i . -

Kids should...

- . S s =

- pe. . . [

... cope with negative experiences.
... understand how to destroy/erase
information and protect their data
appropriately.

anaRnnn:

Do you find the extracted skills adequate and
complete?

() Yes
() No
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If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Respond and Data
Privacy & Data Awareness section.

Kids should...

... know to react if they already sent out an
inappropriate picture.

... know how they might help others who are
feeling sad or upset because of online threats.

- = - - -

e[ e o[ | gl
§
{
i
i
i

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

Any other comments?

Ihre Antwort eingeben
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Super Cyber Kids (SCK) - Delphi
Study Malicious code :-

Dear participant,

Thank you for taking part in the second and thus also the last round of the study!

The round will take about 30-45 minutes.

Please fill in all the fields. The second round will again consist of two sections, a demographic
section and a content section. If you have already participated in round one, you will

automatically be redirected to question 7.

The aim is to validate the Cybersecurity skills from the scientific literature, existing
cybersecurity games and your answers from round 1. (Target group: 8-13-years old)

We have classified the skills into a framework. This is briefly presented and explained in the
content section. If you have any guestions, please do not hesitate to contact Nicolai Plintz
(nicolai.plintz@uni-mannheim.de).

Thank you for your participation in advance!

Abschnitt 1

Did you participate in the first round?

() 1 participated in the first round.

() 1did not participate in the first round.
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Please select your age range.
<20

20-29

30-39

40-49

50-59

60-69

O O O O O O O

>70

What is your gender?

() Male

() Female

() Prefer not to say

O

What is your highest educational qualification?

() Apprenticeship

() Alevels

() Doctoral degree

(O No educational qualification
() Secondary school

() University degree
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What is your area of expertise?

() Cybersecurity

(O Education

() Cybersecurity education

How many years of expertise do you have in the mentioned area above?

Ihre Antwort eingeben

In order to compare the participation of the first and second round and to guarantee
anonymity, we ask you to create an individual code consisting of two letters and two
numbers. Please use the first two numbers of your birthday, then the first letter of your
place of birth and then the first letter of your country of residence.

Example:

01.02.1999 Birthday

Berlin Place of birth

Germany Residence

Result: 01BG

Ihre Antwort eingeben
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Abschnitt 2

Content part

Below is a brief explanation of how the dimensions were created. You will then be asked
to validate each of the 30 fields of the matrix-based framework.

It may be that some fields do not contain any content, if this is the case it is because no
skills could be assigned in the scientific literature, in the existing cybersecurity games
and in the first Delphi round.

In the cover picture of the section, you will find the dimensions and the categories.

The dimensions Identify, Protect, Detect, Respond and Recover have been taken from
the NIST Cybersecurity Framework and then adapted to the age group (8-13-year-olds).
The categories in our framework are understood taxonomically. For example, general
knowledge is classified in the Identify category. Whereas in the Detect category, applica-
tion knowledge is required.

Here is a short definition of the categories:

Identify: This category is for basic knowledge and general knowledge about cyberse-
curity.

Protect: Skills and measures for protection in cyberspace should be classified in this
category. Both technical and non-technical skills.

Detect: This category should include skills that children can use to recognize that they
are affected by a cybersecurity problem.

Response: This category should include skills for responding to a security incident.
Recover: This component deals with recovery from a security incident.
Here is a non-specialist example:

Children know that bacteria exist (Identify).

Children know not to sneeze into their hands but into their elbows (Protect).

Children can recognize unhygienic objects in everyday life, such as door handles in pu-
blic buildings (Detect).

Children can decide whether it is necessary to wash their hands. (Respond).

Children can wash their hands after contact with door handles (Recovery).

For the original version of the NIST framework, you are also welcome to read here:
https://www.nist.gov/cyberframework

In the matrix-based framewaork, the adapted categories of the NIST Cybersecurity
Framework represent the X-axis.

On the Y-axis are categories identified from the scientific literature and existing frame-
works (Malicious Code, Data Privacy & Awareness, Fraud, Preventive Techniques, Abusi-
ve Content, Security).

Here, the skills are classified in a matrix-based manner.
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Overview

1den tfy

Preventing
technologies

A
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Malicious
code
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Content

Safety

Data privacy &
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O
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Matrix-based framework

Approsimately tasonomic (-]

Identify Protect Detect Respond Recover
suils sty sus sils sasls
:"'" Loz Skily saile Suis sails sadls
m sails sails suis sails sadls
Frawd St Shils i Shils sadls
"""'""'I Saits Siils Skis sails sils
Safety Saits sails Skis saits sails

We are in the dimension Identify and Malicious

Code section.

Kids should know...

... that malware exists and that there are

different types of it.
... that viruses exist.
... how hackers use viruses to damage

important data and obtain private information.

... how a virus can reach your PC.

... that a file called a virus can make a
computer stop working.

... that worms exist.

... packet sniffing exists.

... there is a danger of packet sniffers on

unsecured wireless networks.
... that spyware exists.
... that loggers exists.

... to discuss examples of unsafe content such

as popups and malicious links.
... the basic functionalities of the
internet/computers.

Do you find the extracted skills adequate and

complete?

() Yes
() No
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If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Protect and Malicious
Code section.

Kids should be able...

... to protect themselves from hackers or
attackers, which can cause demage to
important data and obtain private information.
In this context kids should know how to guard
themselves against such attacks by using safe
passwords, antivirus software and encryption.
... to avoid viruses by deleting supsious mails
from the pc and use an anti-virus program.

... to protect themselves against malware.

... to avoid being hacked.

... to recognize unsecured wifi.

L]

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben
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We are in the dimension Detect and Malicious
Code section.

- S aan otn o

Kids should know...

... to spot signs of cyber attacks.

... Iif a website is authentificated or not.

... to recognize different forms of cyberattacks
and cybercrime.

... how hacker can use packet sniffers to snoop
on peoples internet traffic in public spaces.

... to identify when a network connection is
secure or not (HTTPS).

... to discuss examples of unsafe content, such
as popups and malicious links.

AR AR

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben
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We are in the dimension Respond and
Malicious Code section.

- 20 2om P o

Kids should...

— e - B -

- - - . -

... know to report cyber crime.

... able to respond to potential threats online.
... know basic attacks that they might be
victims of and what to do, specifically who turn
to.

... be aware of predators online and should
know who to turn to for help.

...know who they should contact and how to
react to cyberattacks and cybercrime.

... know basic attacks that they might be
victims of and what to do, specifically who to
turn to.

- - - . -

LR RN

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Recover and Malicious
Code section.

... be able to accept negative online
experience.

... Children can restore files after a cyber
attack through a backup.

AL EAEARL

() Yes
() No
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If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben
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Super Cyber Kids (SCK) - Delphi Study Frauds
& Preventing Technologies z-

Abschnitt 1

Demografic Part

In order to compare the participation of the first and second round and to guarantee
anonymity, we ask you to create an individual code consisting of two letters and two
numbers. Please use the first two numbers of your birthday, then the first letter of your
place of birth and then the first letter of your country of residence.

Example:

01.02.1999 Birthday

Berlin Place of birth

Germany Residence

Result: 01BG *

Ihre Antwort eingeben

Pag. 28 of 51



Project No. 101087250 (“SCK”) — D2.1 SuperCyberKids Learning Framework

Abschnitt 2

Content Part

Below is a brief explanation of how the dimensions were created. You will then be asked
to validate each of the 5 fields of the matrix-based framework.

It may be that some fields do not contain any content, if this is the case it is because no
skills could be assigned in the scientific literature, in the existing cybersecurity games
and in the first Delphi round.

In the cover picture of the section, you will find the dimensions and the categories.

The dimensions Identify, Protect, Detect, Respond and Recover have been taken from
the NIST Cybersecurity Framework and then adapted to the age group (8-13-year-olds).
The categories in our framework are understood taxonomically. For example, general
knowledge is classified in the Identify category. Whereas in the Detect category, applica-
tion knowledge is required.

Here is a short definition of the categories:

Identify: This category is for basic knowledge and general knowledge about cyberse-
curity.

Protect: Skills and measures for protection in cyberspace should be classified in this
category. Both technical and non-technical skills.

Detect: This category should include skills that children can use to recognize that they
are affected by a cybersecurity problem.

Response: This category should include skills for responding to a security incident.
Recover: This component deals with recovery from a security incident.
Here is a non-specialist example:

Children know that bacteria exist (Identify).

Children know not to sneeze into their hands but into their elbows (Protect).

Children can recognize unhygienic objects in everyday life, such as door handles in pu-
blic buildings (Detect).

Children can decide whether it is necessary to wash their hands. (Respond).

Children can wash their hands after contact with door handles (Recovery).

For the original version of the NIST framework, you are also welcome to read here:
https://www.nist.gov/cyberframework

In the matrix-based framework, the adapted categories of the NIST Cybersecurity
Framework represent the X-axis.

On the Y-axis are categories identified from the scientific literature and existing frame-
works (Malicious Code, Data Privacy & Awareness, Fraud, Preventive Techniques, Abusi-
ve Content, Security).

Here, the skills are classified in a matrix-based manner.
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Overview Matrix-based framework

Approsimately taxanormic (X-Axis]
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We are in the dimesion Identify and Frauds 1 .
section. —
Kids should know... | e | | e | e |

... to be aware of phishing and what it entails.
.. the basics of social engineering attacks.
... that email phishing attacks are possible.
... to be aware of pharming and what it entails.
... that grooming exists.
.. the meaning of grooming.
.. that using communication technologies can
Iead to sexual assault and/or child prostitution.
.. to be aware of loggers and what they entail.
.. to be aware of botnets and what it entails.
.. to be aware of scams (commercial and
financial) and what they entail.
.. to be aware of identity theft and what it
entails.
.. to be aware of online predators and what
this entails.
.. to be aware of spoofing and what it entails.

Pl

Do you find the extracted skills adequate and
complete?

() Yes
() No
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If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Protect and
Frauds section.

- . - . -

Kids should be able...

- (. man . =

— . E - -

... to maintain integrity and confidentiality
against web tracking & phishing.

... to check the security
information/certification of online payments.

... create a safe password to avoid phishing
attacks.

... to not click on links in emails if they come
from strangers.

... to know not to open email attachments if
the sender is unknown to them.

... to change settings on their phone to prevent
autoconnection to insecure wireless networks.
... to use strategies for downloading suspicious
attachments.

ELE o]

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben
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We are in the dimension Detect and
Frauds section.

- - i e -

Kids should be able...

- (. s s =

... to evaluate the trustworthiness of others
they communicate with.

... to recognize if a website is safe to register.
... to identify cyber grooming attempts.

... to decide whether or not to pay.

... how to identify unsafe content online.

... how to recognize a phishing email.

... how to detect online enticement and
sextortion by discussing online manipulation.
... the different feelings they may experience
when dealing with someone untrustworthy.

- [ i . -

LT T o

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben
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We are in the dimension Respond and
Frauds section.

- [ i - -

Kids should...

... able to report an impostor.

... able to report cyber attacks.

... able to respond to grooming.

... know that they should change their
password after a phishing attack.

angnng:
i
i
i
i
i

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Thre Antwort eingeben

We are in the dimension Recover and
Frauds section.

Kids should...

... able to change passwords after they have
fallen victim to a scam.

nanng:

Do you find the extracted skills adequate and
complete?

() Yes
() No
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If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimesion Identify and Preventive
techniques.

Kids should know...

... to use passwords.
... to point out secure use of technology
(passwords to antivirus)
... ways of enhancing security (e.g. secure
passwords, not clicking links).
... security software.
... to be aware of networks and what they
entail.
... to be aware of cryptography and how it can
be used.

. to be aware of firewalls.
... what a strong password is.
... the dangers of weak passwords.
... that passwords can help protect computer
files and information.
... about child-appropriated web browsers and
SNS.

F| ]

Do you find the extracted skills adequate and
complete?

() Yes
() No
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If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Protect and Preventive
techniques section.

Kids should be able...

.. to use and install security
software/antiantivirus software.

.. to use passwords.

.. choose strong passwords.

.. to protect their devices mobile and
computers.

.. distinguish wifi's.

.. to secure data on the internet by using
secure password creation, hashing and
authentication.

.. to protect themselves from hackers or
attackers, which like to cause damage to
important data and obtain private information.
In this context, kids should know how to guard
themselves against such attacks by using safe
passwords, antivirus software and encryption.

.. to protect systems from attacks by using
encryption technigues.

.. to make backups and know the importance
of backups.

.. how to create a safe password by using use
a combination of letters, numbers, and symbols
in their school passwords.

.. to use online storage systems to exchange
and keep personal or sensitive information.

.. to know the effects of disabling the anti-
virus system.

.. to understand the basics of computer
networks.

.. to understand the important terms of
password management.

.. to avoid viruses by deleting suspicious mail
from their PC and using an anti-virus system.
... to back up their data regularly.

... to use e-safety applications for kids.

... to keep their passwords a secret.

.. to block other cyber users.

.. to take steps to prevent their PCs or other
dewces from being hacked (such as setting
strong passwords).

... to protect themselfe by using multi factor
authentication (MFA).

AL LANE]L

Do you find the extracted skills adequate and
complete?

() Yes

£ Na
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If no, please explain briefly or make your suggestion.

Thre Antwort eingeben

We are in the dimension Detect and Preventive
techniques section.

Kids should be able...

... to update security software.

... to decide if a website is authenticated or
not.

... how to identifiy a potentially problematic
domain by scanning network protocols.

el o o[t [

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Thre Antwort eingeben
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We are in the dimension Respond and
Preventive techniques section.

Kids should...

... know that there is a reporting function for
almost all problems.

... know that they should change their
password after a phishing-/cyberattack.

... be able to change passwords on their
tablets/mobile phones easily.

e[| e o] ] i)
f
{
i
i
i

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Recover
and Preventive techniques section.

Kids should...

... know that they should change their
password after a phishing-/cyberattack.

e[| o[ [ [

Do you find the extracted skills adequate and
complete?

() Yes
() No
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If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Recover
and Preventive techniques section.

Kids should...

... know that they should change their
password after a phishing-/cyberattack.

e 0| o o f it {or )
i
{
|
i
i

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

Any other comments?

Thre Antwort eingeben
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Super Cyber Kids (SCK) - Delphi Study Abusive
Content & Safety

Abschnitt 1

Demografic Part

In order to compare the participation of the first and second round and to guarantee
anonymity, we ask you to create an individual code consisting of two letters and two
numbers. Please use the first two numbers of your birthday, then the first letter of your
place of birth and then the first letter of your country of residence.

Example:

01.02.1999 Birthday

Berlin Place of birth

Germany Residence

Result: 01BG *

Ihre Antwort eingeben
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Abschnitt 2

Content Part

Below is a brief explanation of how the dimensions were created. You will then be asked
to validate each of the 5 fields of the matrix-based framework.

It may be that some fields do not contain any content, if this is the case it is because no
skills could be assigned in the scientific literature, in the existing cybersecurity games
and in the first Delphi round.

In the cover picture of the section, you will find the dimensions and the categories.

The dimensions Identify, Protect, Detect, Respond and Recover have been taken from
the NIST Cybersecurity Framework and then adapted to the age group (8-13-year-olds).
The categories in our framework are understood taxonomically. For example, general
knowledge is classified in the Identify category. Whereas in the Detect category, applica-
tion knowledge is required.

Here is a short definition of the categories:

Identify: This category is for basic knowledge and general knowledge about cyberse-
curity.

Protect: Skills and measures for protection in cyberspace should be classified in this
category. Both technical and non-technical skills.

Detect: This category should include skills that children can use to recognize that they
are affected by a cybersecurity problem.

Response: This category should include skills for responding to a security incident.
Recover: This component deals with recovery from a security incident.
Here is a non-specialist example:

Children know that bacteria exist (Identify).

Children know not to sneeze into their hands but into their elbows (Protect).

Children can recognize unhygienic objects in everyday life, such as door handles in pu-
blic buildings (Detect).

Children can decide whether it is necessary to wash their hands. (Respond).

Children can wash their hands after contact with door handles (Recovery).

For the original version of the NIST framework, you are also welcome to read here:
https://www.nist.gov/cyberframework

In the matrix-based framewaork, the adapted categories of the NIST Cybersecurity
Framework represent the X-axis.

On the Y-axis are categories identified from the scientific literature and existing frame-
works (Malicious Code, Data Privacy & Awareness, Fraud, Preventive Techniques, Abusi-
ve Content, Security).

Here, the skills are classified in a matrix-based manner.
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Overview Matrix-based framework
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We are in the dimesion Identify and Abusive
Content.

Kids should know...

... that inappropriate content could appear
online.

... that intolerant content could appear online.
... that hate speech could appear online.

... that violent content could appear online.

... that illegal materials such as images of child
abuse could appear online.

... of online gambling services.

... that pornographic content exists online.

... that sexual or harmful content exists online.
... that false & untrue content exists online as
well as fake news.

... that bullying via websites, mobile phones or
other forms of communication devices is
possible.

... that chatrooms on the internet can be an
unsafe place.

... that downloading data, like music from
unlicensed sources can be dangerous.

... that a stranger can ask them for personal
information.

... the meaning of grooming.

... using communication technologies can lead
to sexual assault and/or child prostitution.

Do you find the extracted skills adequate and
complete?

() Yes
() No
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If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Protect and Abusive
Content section.

Kids should be able...

... to classify age-appropriate websites (by
adapting the knowledge of the parent's "What
is a child-friendly website").

... to create online content safely.

... to decide if a website is age-appropriate.

... to self-protect on an individual level in an
online environment. (Ignore or retreat to other

g0 || A

media )

... to decide whether a website is safe or
suspicious.

... to avoid dangerous chats and internet sites
entirely.

... to use appropriate privacy settings to
minimize SNS risks, asses other online risks or
recognize cyberbullying.

... to assess the security of websites before
entering information.

... to handle privacy settings to avoid online
enticement and sextortion.

... to identify "Red Flags" and malicious
intentions of strangers in the field of online
enticement & sextortion.

... to keep their password a secret, safe and
strong.

... to ask teachers for guidance when deciding
whether a website is age appropriate or not.
... to decide if they should respond in
cyberspace or not.

... to decide if you can believe a piece of
information in cyberspace or not.

... to recognize and avoid inappropriate
material (such as illegal or pornographic
content).

... to use strategies to prevent cyberbullying.

Do you find the extracted skills adequate and
complete?

() Yes
() No
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If no, please explain briefly or make your suggestion.

Thre Antwort eingeben

We are in the dimension Detect and Abusive
Content section.

Kids should be able...

... to recognize inappropriate and harmful
media content.

... to identify safe and not safe internet
sources.

... to identify unsafe content online.

... to recognize a phishing website.

... to detect online enticement and sextortion
by discussing online manipulation.

- - - - -

el e o | gl
i
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Do you find the extracted skills adequate and
complete?

() Yes
() No
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We are in the dimension Respond and Abusive
Content section.

Kids should...

... be able to open up to others about negative
things they see/experience in digital
environments.

... know what to do when they run into
problematic content. Whom to turn to and
where to report it. For example, when they run
into porn or extreme violence.

... know to report the situation or the person if
they feel unsafe.

... know that if they experience something
strange online, they share this with a trusted
adult (parents/teacher/etc.).

... learn age-appropriate intervention against
cyberbullying by discussions focused on age-
appropriate intervention.

... know examples of cyberbullying and what to
do when someone is mean online, and what
behavior should be modeled when online.

... know age-appropriate responses to
cyberbullying.

... report users after they have a negative
experience with them.

... know to deal with online sexual harassment.
... know to respond to grooming.

... know that they should seek help from a
trusted adult if they are being bullied.

... report individuals that are cyberbullying.

... respond to cyberbullying by talking to
adults.

... know strategies for responding appropriately
to cyberbullying and all kinds of abusive online
dangers.

... should know how to handle if someone
treats them in a nasty or harmful way.

... know how they should react if they receiving
harmful or bullying messages (Reporting)

... know to report the situation or the person if
they feel unsafe.

... know how to react if they see a website or
post with inappropriate pictures (Sexual or
harmful stuff).

... react appropriately when receiving
inappropriate pictures.

... respond appropriately if someone harms or
cyberbullies them on the internet (e.g. close
the game/website and report)

el e [ [ [ g

Do you find the extracted skills adeguate and
complete?

() Yes
() No
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If no, please explain briefly or make your suggestion.

Thre Antwort eingeben

We are in the dimension Recover and Abusive
Content section.

Kids should...

... accept that negative online experience
exists.

... know how they might help others who are
feeling sad or upset because of online threats.

e[ [t {or il
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Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben
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We are in the dimesion Identify and Safety
section.

Kids should know...

... right and wrong online behavior.

... the different motivations that influence right
and wrong online behaviors.

... what it mean to use a "parent" credit card.
... the reality of payments that are conducted
online.

... risks of internet use/digital environments.
... different forms and behaviors of harmful
digital actions.

... that they should be nice and polite to other
people on the internet.

... about the principle of online etiquette,
upstander & bystander.

... how to treat others online.

... about inappropriate and bullying behaviors
and consider how these impact the feelings of
others.

... to consider the impact on others and society
before acting.

... about computer and internet addiction, and
health issues that come from the overuse of
technology (physical, mental issues).

... what cybersecurity is.

... netiquette, online communication and
collaboration.

... that not every sender of an email is
trustworthy.

... how online actions have real-world
consequences and that laws and regulations
may also apply online.

... not to open frivolous email attachments if
the sender is unknown to them.

... right and wrong uses of digital devices.

... not download every and any content.

... not to visit every website.

... that they should asses a website before
opening it.

... to consider the negative consequences
before posting something on social media.

... that there is danger in social networking.

... that nothing you post on the internet is
really safe/secure.

... that people could be manipulative online.
... not to send abusive texts or emails.

... that teachers can help them to stay safe on
the internet.

... to use the internet in a safe way. e.g. not
chatting with strangers, not sending personal
information and photos, and not meeting
people whom they know only via the Internet.
... not to give personal information out.

... to anticipate and avoid dangerous or
hazardous situations (such as meeting
strangers in person).

... to refrain from activities that harm their
health (such as excessive smartphone use).

... what a bystander and an upstander in
regards to cyberbullying are.

... the risks of SNS.

... how to protect their computer.

... about the prevention of cyberbullying.

... knowing the expression 'reporting'.
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.. the risks of SNS.

... how to protect their computer.

... about the prevention of cyberbullying.

... knowing the expression 'reporting'.

... what the following expression 'online
predator'.

... the possible risks and the negative effects of
the internet on their physical and psycho-social
development.

Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben
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We are in the dimension Protect and Safety
section section.

.

T
i

i

Kids should be able...

... to protect themselves from harm on the
internet.

... to browse safely and securely.

... be able to know basic cyber hygiene:
behavior, how to communicate and how to take
care of their devices and accounts.

... to decide whether a website is safe or
suspicious.

... to make backups and know the importance
of backups.

... to avoid dangerous chats and websites
entirely.

... to not meet up with people from chatrooms.
... to not trust what people say on the internet.
... to not leave their laptop/iPad/mobile
unlocked when they working in the classroom.
... to not click on links in emails, only if they
come from someone they know.

... to assess the security of websites before
entering information.

... to not open email attachments if the sender
is unknown to them.

... to not post everything on the internet.

... to understand that downloading data like
music from unlicensed sources can be
dangerous.

... to identify situations in which it is wise to
turn to a trusted adult for help.

... to understand that their emotions can be a
powerful tool to help them assess unsafe
situations.

... to identify some of the physical sensations
that alert humans of unsafe situations.

... to anticipate and avoid dangerous or
hazardous situations (such as meeting
strangers in person).

... to understand the importance of checking
with an adult before participating in the online
environment.

... to understand that not everyone they meet
(whether in the ‘real world’ or online) is
trustworthy.

... to check files with an adult before
downloading.

... to ask teachers to help them stay safe on
the internet.

... to decide to follow or click a link or not.

... to consider the impact on others and society
before acting in an SNS environment.

... to understand the meaning of entering into
contracts, and never do this by themselves.

... to use future-oriented coping strategies, or
“preventive coping,” like responding to
potential stressors before a stressful situation
has occurred.

... to understand some of the gualities that can
be used to assess if a person is trustworthy.

... identify some of the physical sensations that
alert us to unsafe situations.

£l

Do you find the extracted skills adequate and
complete?
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() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Detect and Safety
section section.

Kids should be able...

... to differentiate between paid and non-paid
services online.

... to check the security
information/certification by online payments.
... the different feelings they may experience
when dealing with someone untrustworthy.
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Do you find the extracted skills adequate and
complete?

() Yes
() No
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If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

We are in the dimension Respond and Safety
section.

Kids should...

. - - - -

... know where to ask for help and how to
explain their digital safety issues using basic
terms, yet proper IT vocabulary (such as
phishing, cyberbullying, etc.).

... understand "what is cyberbullying" and what
to do against it or help others in the situation.
... understand that it is good to act on their
feelings (intuition) in order to avoid or escape
from unsafe situations.

... know to report the situation or the person if
they feel unsafe.

- - - - -
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Do you find the extracted skills adequate and
complete?

() Yes
() No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben
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We are in the dimension Recover and Safety
section.

Kids should...

No skill was identified.
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Do you find the extracted skills adequate and
complete?

() Yes
(O No

If no, please explain briefly or make your suggestion.

Ihre Antwort eingeben

Any other comments?

Ihre Antwort eingeben
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